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FHIR Security

FHIR Security

Security [4 Work Group Maturity Level: 4 Standards Status: Trial Use

Fast Healthcare Interoperability Resources (FHIR) is not a security protocol, nor does it define any security related functionality. However, FHIR does define exchange protocols and
content models that need to be used with various security protocols defined elsewhere. This section gathers all information about security in one section. A summary:

[y

. Time Keeping - all clocks should be synchronized using NTP/SNTP, and the design of the system should be robust against a system clock with the wrong value
2. Communications Security - all exchange of production data should be secured using TLS (e.g., https).

3. Authentication - Users/Clients must be authenticated. For web-centric, OAuth is recommended, consider use of HL7 SMART App Launch [ Implementation Guide where
appropriate.

4. Authorization/Access Control - FHIR defines a Security Label infrastructure to support access control management. FHIR may also define a set of resources to administer access
control management, but does not define any at present

. Audit - FHIR defines provenance and audit event resources suitable for tracking the origins, authorship, history, status, and access of resources
. Digital Signatures - FHIR includes several specifically reserved locations for digital signatures
. Attachments - FHIR allows for binary resources and attachments. These have their own concerns

. Labels - FHIR allows for set of security related tags that affect the way resources are handled

O 0o v

. Data Management Policies - FHIR defines a set of capabilities to support data exchange. Not all the capabilities that FHIR enables may be appropriate or legal for use in some
combinations of context and jurisdiction (e.g. HIPAA, GDPR). It is the responsibility of implementers to ensure that relevant regulations and other requirements are met.

10. Narrative - Care must be taken when displaying the narrative from FHIR resources

11. Input Validation - Validate all input received from other actors to assure the data is well formed and does not contain content that would cause unwanted system behavior. Testing
ensures that the input is not susceptible to data input validation errors by using techniques such as fuzzing, invalid input attacks, and injection attacks.

12. When using OAuth - Consider the draft Best-Current-Practice for OAuth [

13. Security / Privacy Event Reporting - Consider legal obligations and ethical obligations to provide a means for Security and/or Privacy Event Reporting such as security
vulnerability, or breach.
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FHIR Security

Security [4 Work Group Maturity Level: 4 Standards Status: Trial Use

Fast Healthcare Interoperability Resources (FHIR) is not a security protocol, nor does it define any security related functionality. However, FHIR does define exchange protocols and
content models that need to be used with various security protocols defined elsewhere. This section gathers all information about security in one section. A summary:

3. Authentication - Users/Clients must be authenticated. For web-centric, OAuth is recommended, consider use of HL7 SMART App Launch [ Implementation Guide where
appropriate.

4. Authorization/Access Control - FHIR defines a Security Label infrastructure to support access control management. FHIR may also define a set of resources to administer access
control management, but does not define any at present




FHIR Security

Authorization/Access Control

Correctly identifying people, devices, locations and organizations is one of the foundations that any security system is built on. Most applications of security protocols, whether
authentication, access control, digital signatures, etc. rely on the correct mapping between the relevant resources and the underlying systems. Note that this isn't necessary. There is
nothing in FHIR that requires or relies on any security being in place, or any particular security implementation. However, real-world usage will generally require this.

A holder of data should not allow the data to be communicated unless there are enough assurances that the other party is authorized to receive It. This is true for a client creating a
resource through a PUT/POST, as much as it is true for a server returning resources on a GET. The presumption is that without proper authorization, to the satisfaction of the data
holder, the data does not get communicated

Two of the classic Access Control models are: Role-Based Access Control (RBAC), and Attribute-Based Access Control (ABAC).

In Role-Based Access Control (RBAC), permissions are operations on an object that a user wishes to access. Permissions are grouped into roles. A role characterizes the functions a user
can perform. Roles are assigned to users. If the user's role has the appropriate permissions to access an object, then that user is granted access to the object. FHIR readily enables
RBAC, as FHIR Resources are object types and the CRUDE (Create, Read, Update, Delete, Execute) events (the FHIR equivalent to permissions in the RBAC scheme) are operations on
those objects.

In Attribute-Based Access Control (ABAC), a user requests to perform operations on objects. That user's access request is granted or denied based on a set of access control policies
that are specified in terms of attributes and conditions. FHIR readily enables ABAC, as instances of a Resource in FHIR (again, Resources are object types) can have attributes associated
with them. These attributes include securlty tags, environment conditions, and a host of user and object characteristics, which are the same attributes as those used in ABAC. Attributes
help define the access control policies that determine the operations a user may perform on a Resource (in FHIR) or object (in ABAC). For example, a tag (or attribute) may specify that
the identified Resource (object) is not to be further disclosed without explicit consent from the patient.

The rules behind the access control decision are often very complex, and potentialy depend on information sourced from:

« Client, such as user identity, user role, location, level of assurance

« Resource, such as confidentiality, sensitivity, type of data, date ranges covered by the data, author of the data

H L7 '\VIV_ SMART App Launch Q\ /A HL7FHIR

International SMART® 2.1.0 - Release

Overview Apps ¥ Backend Services v Authentication v Conformance See also v

Table of Contents =~ Overview

This page is part of the Smart App Launch Implementation Guide (v2.1.0: STUZ 2.1) based on FHIR R4[Z. This is the current published version. For a full list of available versions,
see the Directory of published versions 7 (£

Overview
Official URL: http://hl7.org/fhir/smart-app-launch/ImplementationGuide/hl7.fhir.uv.smart-app-launch Version: 2.1.e
Active as of 2021-10-30 Computable Name: SmartAppLaunch

[This implementation guide describes a set of foundational patterns based on OAuth 2.0 for client applications to authorize,

authenticate, and integrate with FHIR-based data systems. The patterns defined in this specification are introduced in the © [BIEEEE) € Eaner EE bR ES e

Configuration

sections below. For background on SMART Health IT, see smarthealthit.org (7.

« Patient, such as the patjent idantitv nationt in o th tiant. £ nall

« Context of the transact|

Access C 3 i

e R resTu ar pdSECEIONS below. For background on SMART Health IT, see smarthealthit.org (4.
methods must be consider
« The basic CRUD metho

rronesouceof e o T jmplementation guide describes a set of foundational patterns based on OAuth 2.0 [ for client applications to authorize,
rem ettt lauthenticate, and integrate with FHIR-based data systems. The patterns defined in this specification are introduced in the

» Discovery of Server Capabilities and
Configuration

» SMART Defines Two Patterns For Client

+ Chained search provides the ability to discbse information on related resources. A security implementation must consider whether a client has the permission to access the resource
being searched on, as well as the chained resource(s)

« _indude and _revindude search parameters allow dlient to request related resources. A security implementation must determine if the dlient has access to the included resources.

« security labels

« Several resources, including Bundle, Composition, Group and List, are designed to contain other resources. A security implementation should consider whether access to an individual
resource, such as a Bundle, should permit access to al resources contained within the resource.

« FHIR defines several operations that may be supported by a server. Security implementations must evaluate whether a dlient can invoke these operations and what information should
be returned from them. Fetch Encounter Record, Evaluate Measure, Observation Statistics, Find Patient Matches using MPI-based Logic, and Fetch Patient Record specifically provide
the ability to disclose patient information.

« Batch and transaction processing provide ways for diients to create and update information in bulk. Security implementations should consider whether a client can initiate one of these
interactions and make authorization decisions on each action in the batch/transaction.

« Security implementations must be aware of the Break the Glass protocol (e.g. break the glass) (example).

1.2.1 Authorization via SMART App Launch

|Authorizes a user-facing client application ("App”) to connect to a FHIR Server. This pattern allows for “launch context” such as currently selected patient to be shared with the app,
based on a user’s session inside an EHR or other health data software, or based on a user’s selection at launch time. Authorization allows for del, ion of a user’s permissi to
the app itself.

Authorization via SMART Backend Services

|Authorizes a headless or automated client application (“Backend Service”) to connect to a FHIR Server. This pattern allows for backend services to connect and interact with an EHR
when there is no user directly involved in the launch process, or in other circumstances where permissions are assigned to the client out-of-band.

SMART Defines Two Patterns For Client Authentication

Approaches to Implementing Access Control

It is recommended that OAuth [4 be used to authenticate and/or authorize the client and user. The HL7 SMART App Launch [ Implementation Guide is a recommended method for using

OAuth for authorizing interactions with a protected FHIR Server.

ts” in the SMART

The main Behind this Todel 16 To have a separate consent System i charge of collecting, storing, and Patient consents, as well as i
authorization requests based on these consents. This would allow organizations to outsource their consent management functions to a consent management service. Further details
about this model are discussed in this report (2,

THE TUA Profile [ constrains OAuth token attributes to support Healthcare Information Exchange environments such as THE Document Sharing 2. THE includes guidance on access control
within this whitepaper and has implementation guides.

An extension to a single level model, Cascaded Authorization, enables an OAuth/UMA authorization server to require and rely on the approval of another OAuth/UMA server before issuing
a token and granting scopes. Using this model, the enterprise OAuth/UMA server at a provider organization can rely on the dedisions by a Consent OAuth/UMA Server by requiring and
accepting access tokens issued by that server as part of the dlient authorization process. This architecture preserves the independence of a consent management system, which can
potentially be outsourced to third-parties, while ensuring that all authorization interfaces and interactions follow the OAuth/UMA protocols. A summary of the concepts and flows for
Cascaded Authorization are discussed In this report [4. Further extensions to this model to leverage UMA's capabilities to simplify some of the flows are discussed in this report (. A
reference implementation of Cascaded Authorization and more technical details can be found here 7.

For business to business workflows, the UDAP B2B Authorization Extension Object I can be used to assert consent information in communities supporting cross-organization FHIR
based exchanges.

773 0 Symmetric (“client secret”) authentication

|Authenticates a client using a secret that has been pre-shared between the client and server.

Scopes for Limiting Access

ISMART uses a language of “scopes” to define specific access permissi that can be to a client application. These scopes draw on FHIR API definitions for interactions,
resource types, and search parameters to describe a permissions model. For example, an app might be granted scopes like user/Encounter.rs , allowing it to read and search for
Encounters that are accessible to the user who has authorized the app. Similarly, a backend service might be granted scopes like system/Encounter.rs , allowing it to read and
isearch for Encounters within the overall set of data it is configured to access. User-facing apps can also receive “launch context” to indicate details about the current patient or other
laspects of a user’s EHR session or a user’s selections when launching the app.

INote that the scope syntax has changed since SMARTv1. Details are in section Scopes for requesting FHIR resources.




FHIR Security
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® OAuth + Scopes

® SMART on FHIR




OAuth2 [|

® The OAuth 2.0 authorization framework enables a third-party application to obtain
limited access to an HTTP service, either on behalf of a resource owner by
orchestrating an approval interaction between the resource owner and the HTTP
service, or by allowing the third-party application to obtain access on its own behalf.

® OAuth 2.0 steht fur ,Open Authorization® und ist ein Standard, mithilfe dessen eine

Website oder Anwendung auf Ressourcen zugreifen kann, die von anderen Web-
Apps fur einen Nutzer gehostet werden.

Y <>
g %@g@\ @é

OAuth 2.0

https://authO.com/de/intro-to-iam/what-is-oauth-2



OAuth2

® Resource Owner

® Resource Server

® Client

® Authorization Server

® Access Token

® Scopes

‘iss": "https://dev-cgdcqwf7jhumebtr.eu.auth8.com/",
'sub”: "auth©|6538babaf469896b4alab12f",

‘aud" : [
"httne* /[ fTnralhnetr Ifhar/frA "

Fitness API, v1

Sc

htt]
/a

htt
/a

htt
/a

htt
/a

htt]
/a

Gmail API, v1

Scopes

https://mail.google.com/
https://www.googleapis.com/auth/gmail.compose
https://www.googleapis.com/auth/gmail.insert
https://www.googleapis.com/auth/gmail. modify
https://www.googleapis.com/auth/gmail.readonly
https://www.googleapis.com/auth/gmail.send

https://www.googleapis.com/auth/gmail.settings.basic

https://www.googleapis.com/auth/gmail.settings.sharing

Read, compose, send, and permanently delete all your email from Gmail
Manage drafts and send emails

Add emails into your Gmail mailbox

Read, compose, and send emails from your Gmail account

View your email messages and settings

Send email on your behalf

See, edit, create, or change your email settings and filters in Gmail

Manage your sensitive mail settings, including who can manage your mail




OAuth2 .
i/ 2

Resource
Owner

>

(A) Authz Request
< (B) Authorization Grant |

< (C) Authorization Grant | | (E) Access Token >

Client

| (D) Access Token > <(F) Protected Resource |

Authorization
Server

Resource
Server
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OAuth2

° You

Was ist OAuth 2.0?

ChatGPT

OAuth 2.0 ist ein Autorisierungsprotokoll, das es ermdglicht, den Zugriff auf Ressourcen eines
Benutzers durch Dritte zu steuern, ohne die sensiblen Anmeldedaten weiterzugeben. Es wurde

entwickelt, um die Sicherheit bei der Authentifizierung und Autorisierung von Anwendungen zu

verbessern, die auf Benutzerdaten zugreifen missen, ohne diese Daten direkt preiszugeben.

Im Wesentlichen erlaubt OAuth 2.0 einer Anwendung (dem sogenannten "Client") den Zugriff auf
geschitzte Ressourcen, die sich auf einem anderen Dienst oder Server befinden (dem
"Authorization Server"), im Namen des Benutzers, ohne dass die Anwendung die tatsachlichen

Anmeldeinformationen des Benutzers kennt oder speichert.

OAuth 2.0 arbeitet mit verschiedenen Autorisierungsfliissen, die je nach Anwendungsfall variieren

kdnnen. Hier sind einige Schllisselelemente von OAuth 2.0:

1. Autorisierung: Der Prozess, durch den ein Benutzer einer Anwendung oder einem Dienst Zugriff
auf seine Ressourcen gewahrt, ohne sensible Anmeldeinformationen preiszugeben.

2. Autorisierungsserver: Der Server, der die Autorisierung des Benutzers durchfihrt und die

Zugriffstoken flr den Zugriff auf Ressourcen ausstellt.




SMART App Launch

HL7 % SMART App Launch 2 AHL7FHIR

International SMART® 2.1.0 - Release &l

Table of Contents - Apps = App Launch: Scopes and Launch Context

This page is part of the Smart App Launch Implementation Guide (v2.1.0: STU# 2.1) based on FHIR R4 4. This is the current published version. For a full list of availzable
versions, see the Directory of published versions (7t

App Launch: Scopes and Launch Context

SMART on FHIR's authorization scheme uses OAuth scopes to communicate (and negotiate) access requirements.
Providing apps with access to broad data sets is consistent with current common practices (e.qg., interface engines also
provide access to broad data sets); access is also limited based on the privileges of the user in context. In general, we
use scopes for three kinds of data:

[process. See "scopes for requesting context data™ for details. | » Appendix: U_RT representation of scopes ‘

Quick Start

Here is a guick overview of the most commonly used scopes. The complete details are provided in the following sections.

Scope Grants

patient/*.rs Permission to read and search any resource for the current patient (see notes on wildcard scopes below).
user/*.cruds Permission to read and write all resources that the current user can access (see notes on wildcard scopes below).
openid fhirUser Permission to retrieve information about the current logged-in user.

launch Permission to obtain launch context when app is launched from an EHR.

launch/patient  When launching outside the EHR, ask for a patient to be selected at launch time.

offline_access Request a refresh_token that can be used to obtain a new access token to replace an expired one, even after the end-user no longer is online after the
access token expires.

online_access Request a refresh_token that can be used to obtain a new access token to replace an expired one, and that will be usable for as long as the end-user
remains online.
SMART's scopes are used to delegate access
SMART's scopes zllow 2 dlient to request the delegation of a specific set of access rights; such rights are always limited by underlying system policies and permissions.
For example:
« If a client uses SMART App Launch to request user/*.cruds and is granted these scopes by a user, these scopes convey “full access” relative to the user’s underlying

permissions. If the underlying user has limited permissions, the dient will face these same limitations.

«+ If a dient uses SMART Backend Services to request system/*.cruds , these scopes convey “full access” relative to a server’s pre-configured dient-spedific policy. If the
pre-configured policy imposes limited permissions, the client will face these same limitations.

INeither SMART on FHIR nor the FHIR Core specification provide a way to model the "underlying” permissions at play here; this is a lower-level responsibility in the access
control stack. As such, dients can attempt to perform FHIR operations based on the scopes they are granted — but depending on the details of the underlying permission
isystem (e.g., the permissions of the approving user and/or permissions assigned in a client-specific policy) these requests may be rejected, or results may be omitted from

responses.

For instance, a dient may receive:

+ 280 OK response to a search interaction that appears to be allowed by the granted scopes, but where results have been omitted from the response Bundle.
« 483 Feorbidden response to a write interaction that appears to be allowed by the granted scopes.

lApplications reading may receive results that have been filtered or redacted based on the underlying permissions of the delegating authority, or may be refused access (see
lguidance at https://hl7.org/fhir/security.html#AccessDenied ).




Scopes

patient




Scopes

user/Patient.read

o ® ,patient” - Zugriff auf spezifische Daten eines (Patienten-
YRecords

® ,user” - Zugriff auf alle einem Benutzer zuganglichen Daten



Scopes

user/Patient.read

® resourceType / Name der Resource auf die zugegriffen werden
darf

® Wildcard fur a/le Resourcen: *



Scopes

user/Patient.read

® ,read” - erlaube Interaktion ,lesen®

® ,write“ - erlaube Interaktion ,,schreiben*

® * - erlaube alle Interaktionen, inkl. ,lesen“ und ,,schreiben



Scopes

patient fhir-resource

SMART App Launch 1.0

FHIR Resource Type o G 'ﬂ' ﬂ o 'B' o pa r‘am=value))LH
o &)
| _— | —

SMART App Launch 2.0




Demo Il

® SSL Config anlegen

® System > Security Management > SSL/TLS Configurations > New SSL/TLS
Configuration

® OAuth2 Client (und Server) konfigurieren —
® System > Security Management > OAuth 2.0 Client

O
® Create Server Description D :‘I ‘

® Create Client Description

® Auth2 Client Name in FHIR Server Configuration eintragen



SMART App Launch
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Table of Contents - Apps = App Launch: Scopes and Launch Context

This page is part of the Smart App Launch Implementation Guide (v2.1.0: STU# 2.1) based on FHIR R4 4. This is the current published version. For a full list of availzable
versions, see the Directory of published versions (7t

SMART on FHIR's authorization scheme uses OAuth scopes to communicate (and negotiate) access requirements.
Providing apps with access to broad data sets is consistent with current common practices (e.qg., interface engines also

provide access to broad data sets); access is also limited based on the privileges of the user in context. In general, we
use scopes for three kinds of data:

FUNCh CONText 15 @ negotiation Where a cient aske Tor SPecific aunch context parameters (6.0, 1aunch/patient ). A

server can decide which launch context parameters to provide, using the dient’s request as an input into the decision « Worked examples
Iprocess. See “scopes for requesting context data” for details.

« Appendix: URI representation of scopes

Quick Start
Here is a guick overview of the most commonly used scopes. The complete details are provided in the following sections.

Scope Grants
patient/*.rs Permission to read and search any resource for the current patient (see notes on wildcard scopes below).

user/*.cruds Permission to read and write all resources that the current user can access (see notes on wildcard scopes below).
openid fhirUser Permission to retrieve information about the current logged-in user.

launch Permission to obtain launch context when app is launched from an EHR.

launch/patient  When launching outside the EHR, ask for a patient to be selected at launch time.

offline_access Request a refresh_token that can be used to obtain a new access token to replace an expired one, even after the end-user no longer is online after the
access token expires.

online_access

Request a refresh_token that can be used to obtain a new access token to replace an expired one, and that will be usable for as long as the end-user
remains online.

SMART's scopes are used to delegate access

IART's scopes allow a client to reguest the delegation of a specific set of access rights: such rights are alwavs limited bv underlving svstem policies and permission.

Meither SMART on FHIR nor the FHIR Core specification provide a way to model the "underlying”™ permissions at play here; this is a lower-level responsibility in the access
control stack. As such, cdients can attempt to perform FHIR operations based on the scopes they are granted — but depending on the details of the underlying permission

system (e.q., the permissions of the approving user and/or permissions assigned in a cient-specific policy) these requests may be rejected, or results may be omitted from
responses.

For instance, a dient may receive:
+ 280 OK response to a search interaction that appears to be allowed by the granted scopes, but where results have been omitted from the response Bundle.
« 483 Feorbidden response to a write interaction that appears to be allowed by the granted scopes.

lApplications reading may receive results that have been filtered or redacted based on the underlying permissions of the delegating authority, or may be refused access (see
lguidance at https://hl7.org/fhir/security.html#AccessDenied ).




Scopes ﬂ

® Benutzer, der eine Ressource anfragt, ist nicht der eigentliche Eigentimer dieser
Ressource

® Nicht granular genug, um spezifische Operationen oder Zugriffe auf FHIR-
Ressourcen zu steuern

® Komplexe Anforderungen an den Datenschutz und die Zugriffskontrolle, dynamische
Zugriffskontrolle

® Rollenbasierte Zugriffskontrolle (RBAC) und Attributbasierte Zugriffskontrolle
(ABAC)

® Patienteneinwilligung

® Authorization Server hat nicht alle Informationen Uber Resourcen und ,,Consent”

https://authO.com/blog/on-the-nature-of-oauth2-scopes/



Richtig Behiiten?!
® OAuth + Scopes
® SMART on FHIR

® Lower level access control stack ?
O




Richtig Behiiten?!

il

FHIR Service
HS.FHIRServer.Service

FHIR interactiun

Subclass of
pSor HS.FHIRServer. APl.Interactions HE

Subclass of
HS . FHIRServer APl InteractionsStrategy




Demo il

® Customizing a FHIR Server
® HS.FHIRServer.Storage.Json.Interactions
® HS.FHIRServer.Storage.Json.InteractionsStrategy
® HS.FHIRServer.Storage.Json.RepoManager
® HS.FHIRServer.Util.OAuth2Token

® Lookup Tabelle > Consent




Fazit - Richtig Behiiten!
® OAuth + Scopes
® SMART on FHIR

® Lower level access control stack




Fazit - Richtig Behliten!
® OAuth + Scopes

® SMART on FHIR

® RBAC + ABAC

® Patienteneinwilligungen (z.B. FHIR Consent) und weitere Erlaubnistatbestande

® Data Masking



Fragen |]
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