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Independent Service Auditor’s Report

To: InterSystems Corporation (“InterSystems”)

Scope

We have examined InterSystems’ accompanying assertion titled “Assertion of InterSystem oration
Management” (assertion) that the controls within InterSystems’ Managed Services US % (system)
were effective throughout the period January 1, 2025 to December 31, 2025, to %reasonable
assurance that InterSystems’ service commitments and system requirements were r%u based on the
trust services criteria relevant to security, availability, and confidentiality (applica rust servj riteria)
set forth in TSP Section 100, 2017 Trust Services Criteria for Security, Availafil roc& Iptegrity,

esgriteria.

Confidentiality, and Privacy (With Revised Points of Focus—2022), in Al G tSerz

InterSystems uses a subservice organization to provide data center co 10N serviegsy description of
the boundaries of the system indicates that complementary subsx org controls that are
suitably designed and operating effectively are necessary, along With control ystems, to achieve
InterSystems’ service commitments and system requireme ed plicable trust services
criteria. The description of the boundaries of the system p& the ofeomplementary subservice

organization controls assumed in the design of InterSyst&H ontrolg™Our examination did not include the
services provided by the subservice organizations,sa ave xa ated the suitability of the design

or operating effectiveness of such complementar%@vice@ tion controls.

Service Organization’s Responsibiliti
InterSystems is responsible for its sg \ﬁ mitme and system requirements and for designing,
0

implementing, and operating effect @ ols wi e 'system to provide reasonable assurance that

InterSystems’ service commitments agd system gffements were achieved. InterSystems has also
provided the accompanying ass about m;kectiveness of controls within the system. When preparing
seletting, and identifying in its assertion, the applicable trust

Service Audit

Our respon€ibj to e@ an opinion, based on our examination, on management’s assertion that
controls e wete effective throughout the period to provide reasonable assurance that the

Y
servic nizati "ice commitments and system requirements were achieved based on the
appxh rust % iteria. Our examination was conducted in accordance with attestation standards

ed by theMmerican Institute of Certified Public Accountants. Those standards require that we plan

perforgh o examination to obtain reasonable assurance about whether management’s assertion is

falrly sta all material respects. We believe that the evidence we obtained is sufficient and appropriate
3 reasonable basis for our opinion.

We are required to be independent and to meet our other ethical responsibilities in accordance with relevant
ethical requirements relating to the engagement.

Our examination included:

e Obtaining an understanding of the system and the service organization’s service commitments and
system requirements.

877.224.8077 | info@coalfirecontrols.com | CoalfireControls.com 4/16




C®ALFIRE.

e Assessing the risks that controls were not effective to achieve InterSystems’ service commitments
and system requirements based on the applicable trust services criteria.

e Performing procedures to obtain evidence about whether controls within the system were effective
to achieve InterSystems’ service commitments and system requirements based on the applicable
trust services criteria.

Our examination also included performing such other procedures as we considered ngc in the
circumstances. \}
Inherent Limitations @'

There are inherent limitations in the effectiveness of any system of internal controlf iRgluding ssibility
of human error and the circumvention of controls.

Because of their nature, controls may not always operate effectively to p&Neraso bleNassurance that

the service organization’s service commitments and system requi&n ere a ie based on the

applicable trust services criteria. Also, the projection to the future of an clusi <@ the effectiveness
of controls is subject to the risk that controls may become inadeguate becal f ges in conditions or
that the degree of compliance with the policies or procedures Qy teri Q‘
Opinion \'@. %
In our opinion, management’s assertion that the® c@ls withiw ystems’ Managed Services US
\, 2025 e
n

Solution were effective throughout the period Janu% -@ ber 31, 2025, to provide reasonable
assurance that InterSystems’ service commitn@ d system¥eduirements were achieved based on the
ub

applicable trust services criteria if complé{ organization controls assumed in the design
|

of InterSystems’ controls operated efQ rou t period is fairly stated, in all material respects.
Codfin Contnla LLC % !

Louisville, Colorado

April 6, 2026 E O

877.224.8077 | info@coalfirecontrols.com | CoalfireControls.com 5/16




C®ALFIRE.

OOOOOOOO

Section 2
O
Assertion of InterSystel}bc:kgK@\gzion

Management . Q’)\.



Assertion of InterSystems Corporation (“InterSystems”) Management

We are responsible for designing, implementing, operating and maintaining effective contr@liSywithin
InterSystems’ Managed Services US Solution (system) throughout the period January 1, 2025 tesDecember
31, 2025, to provide reasonable assurance that InterSystems’ service commitments, ‘and system
requirements were achieved based on the trust services criteria relevant to security,, availability, and
confidentiality (applicable trust services criteria) set forth in TSP Section 100, 2017 Trust Services Criteria
for Security, Availability, Processing Integrity, Confidentiality, and Privacy (With Revised Points/of Focus—
2022), in AICPA, Trust Services Criteria. Our description of the boundaries of ghe\system i§ presented in
attachment A and identifies the aspects of the system covered by our assertion

InterSystems uses subservice organizations for data center colocatiofn“setvices. JEhexdescription of the
boundaries of the system indicates that complementary subservice Okgapization €entrols that are suitably
designed and operating effectively are necessary, along with{controls atslnterSystems, to achieve
InterSystems’ service commitments and system requirements based on“the=applicable trust services
criteria. The description of the boundaries of the system pré€Sents the types of‘eomplementary subservice
organization controls assumed in the design of InterSystems“contrglS? Thetdescription of the boundaries
of the system does not disclose the actual controlssat the subservige6rganizations.

We have performed an evaluation of the effectiveness of the controls within the system throughout the
period January 1, 2025 to December 31, 2025, to provide seasonable assurance that InterSystems’ service
commitments and system requirements were achieved based on the applicable trust services criteria if
complementary subservice organizationycontrols asstimedin the design of InterSystems’ controls operated
effectively throughout that period. IntefSystems’ objectives for the system in applying the applicable trust
services criteria are embodied 4n its Service \commitments and system requirements relevant to the
applicable trust services criteria.“The pringipal ‘Service commitments and system requirements related to
the applicable trust servicegCriteria are presented in attachment B.

There are inherent limitations in anyisystem of internal control, including the possibility of human error and
the circumvention ef*controls. Because=of these inherent limitations, a service organization may achieve
reasonable, but Rot<absolute, assurance that its service commitments and system requirements are
achieved.

We asseft,that the controls within the system were effective throughout the period January 1, 2025 to
Decemben3l, 2025N0previde reasonable assurance that InterSystems’ service commitments and system
reguirements were achieved based on the applicable trust services criteria.

InterSystems _Corporation
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Attachment A

InterSystems Corporation’s Description of
the Boundaries of Its Managed -Services
US Solution
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Type of Services Provided

InterSystems Corporation (“InterSystems” or “the Company”) was founded in 1978 and develops advanced
data management, connectivity, and analytics technologies to assist its clients in healthcare, financial
services, government, utilities, and other industries. Headquartered in Boston, Massachusetts,
InterSystems employs more than 2,000 personnel in over 100 countries.

InterSystems, through the Managed Services US operations, provides managed services of Inte@ems
technology, including InterSystems IRIS® and HealthShare, to the customer, managing th tion of
the customer solution utilizing InterSystems technology either (1) for an environm ng on a
customer-controlled infrastructure (e.g. on-premises) or (2) for an environment running terSystems-
controlled infrastructure (e.g. InterSystems hosting). This is provided by the Mana
(Managed Services). When customers choose to host their solution within their o
Services may provide relevant services in order to maintain that environme&
boundary of the customer’s environment and the controls related t @

curity,Nava
confidentiality of that environment are not within the scope of this repog
S S

The boundaries of the system in this section details the Managed Servr y other Company
services, including managed services for other regions, are not in the s?‘ report.
The Boundaries of the sa@m é& to Provide

the Services

The boundaries of the Managed Serwces Iutlon ar speC|f|c aspects of the Company’s
infrastructure, software, people, procedure ata @ bssary to provide its services and that directly
support the services provided to cus |nfr élure, software, people, procedures, and data that

@

indirectly support the services provi tomer
Services US Solution.

ot included within the boundaries of the Managed

The components that directl t th provrded to customers are described in the subsections
below.
Infrastruct O
For custom running on an InterSystems-controlled infrastructure, the Managed
Services L% es a set of services to deliver various solutions based on InterSystems
technolo red infrastructure (e.g., servers, storage, and networking), as a platform-
as- a S (Paa - he Managed Services US Solution encompasses the hosting, management,
ions tomer environment which InterSystems maintains and provides for each customer
custoers n instance of the Managed Services US Solution. The hosting, management, and
x ations de the standup, configuration, backup, and ongoing operation and monitoring of the

of the environment.
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The infrastructure operated by Managed Services is located at third party data centers in the United States.
The in-scope hosted infrastructure also consists of multiple supporting tools, as shown in the table below:

Production Tool Business Function Hosted Location

Servers Information and data processing

Computers and networking Information transfer and communication OE

equipment \

Databases Data storage
Software @
Software consists of the programs and software that support the Manage es US Solutior (operating
systems [OSs], middleware, and utilities). The list of software and ancill re S to uild, support,
secure, maintain, and monitor the Managed Services US Solution in | he fo usiness functions,

as shown below:
e Backup and replication 6 &Q
e Log aggregation system
e Infrastructure monitoring ‘\Q \%

e Asset management K

e Configuration management of Linu ange :
e Antivirus Q& O

People !L
The Company develops, cures the Managed Services US Solution via separate
partments are defined in the following table:

departments. The responsifili

Function

Responsible for the operation, security, and support of the Cloud Services Solution
through the MSUS team.

uman R s (HR) Responsible for onboarding new personnel and facilitating the employee termination
process.
Recrui Responsible for defining the roles and positions of new hires and performing
background checks and other screening.
Cybersecurity Responsible for overseeing and monitoring of cybersecurity and data protection

operations and governance.
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Procedures

Procedures include the automated and manual procedures involved in the operation of the Managed
Services US Solution. Procedures are developed and documented by the respective teams for a variety of
processes, including those relating to product management, engineering, technical operations, security,
information technology (IT), and human resources (HR). These procedures are drafted in alignment with
the overall information security policies and are updated and approved as necessary for changes in the
business, but no less than annually.

The following table details the procedures as they relate to the operation of the Mana@lces us
Solution:

Procedures

Procedure Description
Logical and Physical InterSystems has developed policies and procedu& C
Access Confidentiality Policy, Confidential Informatign i
Management Policy, which are designed to N or mitj

application access and data loss.

System Operations InterSystems has developed proce
monitoring, and overall data h

Change Management InterSystems utilizes proged management of the system’s
infrastructure and modifi network appliance upgrades and
patching. {

Incident Management InterSystems co @ incidents and security vulnerabilities.

Policy Management and InterSys unica anizational values and behavioral standards to all

Communication personnelWfrough pollcy ents and training.

Backups and Off-site
Storage

ﬂcnk;ﬂy backups to the off-site backup location in lllinois, with
: notifitations sent to InterSystems. Failed backups are either re-

inggday or are investigated for recurring issues and resolved. Off-site

icati ata'ls also performed daily. Stored backup media is maintained in an
\ encrr!! .
4

terWns keeps the networking equipment and servers in its network perimeter
ecure against known vulnerabilities by installing vendor-supported OSs and
patches. Internal vulnerability assessments of the network that contains the system
are performed weekly. An external vulnerability assessment is performed annually by
a third-party provider.

\&ta

Clienjgats 's;eﬁned as customer health information that is transacted through the HealthShare platform,
which 3 as an information exchange. Clients do not have direct access to the InterSystems network
environment, nor does InterSystems have direct access to customer environments.

The Company has deployed secure methods and protocols for the transmission of confidential or sensitive
information over public networks. Production data and stored backup media are encrypted at rest.
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User Entity Responsibilities

Management of user entities is responsible for the following, which should not be regarded as a
comprehensive list of all controls that should be employed by user entities.

e User entities have policies and procedures to report any material changes to their overall control
environment that may adversely affect services being performed by the Company according to
contractually specified time frames.

e User entities have controls to provide reasonable assurance that the Compam\@mfied of
changes in user entity vendor security requirements. \

e Itis the responsibility of the user entity to have policies and procedures to:
— Inform their employees and users that their information or data is b i@:

ess tored
by the Company. «

— Determine how to file inquiries, complaints, and disputes to b&\@d on to tfg Company.

— Ensure compliance with relevant laws and regulations g i

a@ eu processing of
information through services provided by the company.\

e User entities grant access to the Company’s system o authori rained personnel.

e User entities maintain controls regarding the creati ,and itortmg of credentials for access
to services provided by the Company. %

e User entities deploy physical security and & tr or all devices and access points

residing at their operational facilities, inclu@iing%e € es or at-home agents for which the
user entity allows connectivity.

Subservice Org ti@%d Complementary
Subservice Orgamza.%)n Controls (CSOCs)

The Company uses as a ervice organization for data center colocation services.
InterSystems' controls r 0 thesiie ed Services US Solution cover only a portion of the overall
internal control for e entity O anaged Services US Solution.

Although the sub organiZatiop/has been carved out for the purposes of this report, certain service
commitmenisy m regdirements, and applicable criteria are intended to be met by controls at the
%iz iop
t

subservic SOCs are expected to be in place at il re'ated to physical security and

environ al protec s well as backup, recovery, and redundancy controls related to availability.
% physica drity controls should mitigate the risk of unauthorized access to the hosting
f I environmental security controls should mitigate the risk of fires, power loss, climate,

gement receives and reviews the |l SOC 2 report annually. In addition, through its
activities, InterSystems management monitors the services performed by | t°
determin€ whether operations and controls expected to be implemented are functioning effectively.
Management also communicates with the subservice organization to monitor compliance with the service
agreement, stay informed of changes planned at the hosting facility, and relay any issues or concerns to

B Management.
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It is not feasible for the service commitments, system requirements, and applicable criteria related to the
Managed Services US Solution to be achieved solely by InterSystems. The CSOCs that are expected to
be implemented at|ll]l are described below.

Criteria Complementary Subservice Organization Controls

CCe6.4 I ‘s responsible for restricting data center access to authorized personnel via access
control systems.

I ‘s responsible for the 24/7 monitoring of data centers by closed circuit ¢ and
security personnel. ¢

-
CC7.2 I ‘s responsible for ensuring that smoke detection and fire suppre: ipment is in
A1.2 place at each location and that these are monitored both within the nc@ rationg center
erms in

(NOC) and by a third party.
playq

* I is responsible for the maintenance of fire suppression s;{
coolingyand Rumidity

locations by the NOC and third party. Q
o’ for all
aspects are

* I ‘s responsible for the maintenance and monitorin

facilities and data centers. During the facility walkthrAughs, envi e

observed, and any noted issues are escalated ﬁ g to procedures.
I s responsible for redundant elect% télec unigation systems.

systems by the NOC and a third party.

I s responsible for facility walkthroughs that ar\ orme

I ‘s responsible for protecting datgg¢ ta uption in power supply to the
PS).
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Principal Service Commitments/and
System Requirements
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Principal Service Commitments and System
Requirements

Commitments are declarations made by management to customers regarding the performance of the
Managed Services US Solution. Commitments are communicated in written hosting or solution service
agreements with customers, as well as in service-level availability (SLA) specifications.

System requirements are specifications regarding how the Managed Services US Solution s
to meet the Company’s principal commitments to user entities. System requirements ar

Company’s policies and procedures.

The Company’s principal service commitments and system requirements related t
US Solution include the following:

Trust Services
Category

Service Commitments

InterSystems will provide a security program that care
considers data protection matters across the pany’s
suite of services, including data submitted B§ custemer

its services.

InterSystems will maintain administ ysicalf'a
technical safeguards for protectio e secur cl
protection against unauthorlz xﬂg an
against accidental loss, de n or dar’
confidentiality, and lnte usto

with these

InterSystems ore and acc customer information
in a manne at mplles With the Tequirements of
ad security laws.
WI|| eq @ that its compliance with
= and data protection obligations, as
1 organizational information security
yfmple ed by InterSystems and its
ubcontra@re subject to regular audits occurring at
easionce per year
r tems will notify the customer without unreasonable
b t within no more than three business days, upon
ery of a security incident.
terSystems will notify the customer without unreasonable
delay, but within no more than five business days, upon
discovery of a breach.

InterSystems will re itor
safeguards.

nction
ed in the

ana ervices

System Raquirements

Employee provisioning
and deprovisioning
standards

Risk assessment
standards

Change management
standards

Firewalls

System hardening
standards

Logging and
monitoring standards
Incident handling
standards

Encryption standards
Test environments
Data center security
and environmental
controls

InterSystems will have data updates for environments with
disaster recovery services replicated from the primary data
center to a secondary data center. Disaster recovery
services will be delivered using a recovery point objective
(RPO) and a recovery time objective (RTO) as specified in
the relevant SLA.

InterSystems will maintain a system uptime percentage of at
least 99.9% during any given calendar month.

Redundant systems
that ensure availability
Secondary data center
for recovery

Backup and restore
capabilities

Network configuration
management

Network capacity and
health monitoring

15716



Trust Services
Category

Confidentiality

Service Commitments

« InterSystems will protect customer confidential information in
the same manner that it protects its own confidential
information of like kind, but in no event using less than a
reasonable standard of care.

« InterSystems will ensure that the solution support personnel
engaged in the processing of customer information are
informed of the confidential nature of the customer
information, have received appropriate training on their
responsibilities, and have executed written confidentiality
agreements. InterSystems will ensure that such
confidentiality obligations survive the termination of their

System Requirements

« Data protection and
security program

e Employee training
program

\
O

engagement.
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