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Section 1  

Independent Service Auditor’s Report 
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Independent Service Auditor’s Report 

To:  InterSystems Corporation (“InterSystems”) 

Scope 

We have examined InterSystems’ accompanying assertion titled “Assertion of InterSystems Corporation 

Management” (assertion) that the controls within InterSystems’ Managed Services US Solution (system) 

were effective throughout the period January 1, 2025 to December 31, 2025, to provide reasonable 

assurance that InterSystems’ service commitments and system requirements were achieved based on the 

trust services criteria relevant to security, availability, and confidentiality (applicable trust services criteria) 

set forth in TSP Section 100, 2017 Trust Services Criteria for Security, Availability, Processing Integrity, 

Confidentiality, and Privacy (With Revised Points of Focus—2022), in AICPA, Trust Services Criteria. 

InterSystems uses a subservice organization to provide data center colocation services. The description of 

the boundaries of the system indicates that complementary subservice organization controls that are 

suitably designed and operating effectively are necessary, along with controls at InterSystems, to achieve 

InterSystems’ service commitments and system requirements based on the applicable trust services 

criteria. The description of the boundaries of the system presents the types of complementary subservice 

organization controls assumed in the design of InterSystems’ controls. Our examination did not include the 

services provided by the subservice organizations, and we have not evaluated the suitability of the design 

or operating effectiveness of such complementary subservice organization controls.  

Service Organization’s Responsibilities 

InterSystems is responsible for its service commitments and system requirements and for designing, 

implementing, and operating effective controls within the system to provide reasonable assurance that 

InterSystems’ service commitments and system requirements were achieved. InterSystems has also 

provided the accompanying assertion about the effectiveness of controls within the system. When preparing 

its assertion, InterSystems is responsible for selecting, and identifying in its assertion, the applicable trust 

services criteria and for having a reasonable basis for its assertion by performing an assessment of the 

effectiveness of the controls within the system. 

Service Auditor’s Responsibilities 

Our responsibility is to express an opinion, based on our examination, on management’s assertion that 

controls within the system were effective throughout the period to provide reasonable assurance that the 

service organization’s service commitments and system requirements were achieved based on the 

applicable trust services criteria. Our examination was conducted in accordance with attestation standards 

established by the American Institute of Certified Public Accountants. Those standards require that we plan 

and perform our examination to obtain reasonable assurance about whether management’s assertion is 

fairly stated, in all material respects. We believe that the evidence we obtained is sufficient and appropriate 

to provide a reasonable basis for our opinion. 

We are required to be independent and to meet our other ethical responsibilities in accordance with relevant 

ethical requirements relating to the engagement. 

Our examination included: 

 Obtaining an understanding of the system and the service organization’s service commitments and 

system requirements. 
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 Assessing the risks that controls were not effective to achieve InterSystems’ service commitments 

and system requirements based on the applicable trust services criteria. 

 Performing procedures to obtain evidence about whether controls within the system were effective 

to achieve InterSystems’ service commitments and system requirements based on the applicable 

trust services criteria.  

Our examination also included performing such other procedures as we considered necessary in the 

circumstances. 

Inherent Limitations 

There are inherent limitations in the effectiveness of any system of internal control, including the possibility 

of human error and the circumvention of controls. 

Because of their nature, controls may not always operate effectively to provide reasonable assurance that 

the service organization’s service commitments and system requirements were achieved based on the 

applicable trust services criteria. Also, the projection to the future of any conclusions about the effectiveness 

of controls is subject to the risk that controls may become inadequate because of changes in conditions or 

that the degree of compliance with the policies or procedures may deteriorate. 

Opinion 

In our opinion, management’s assertion that the controls within InterSystems’ Managed Services US 

Solution were effective throughout the period January 1, 2025 to December 31, 2025, to provide reasonable 

assurance that InterSystems’ service commitments and system requirements were achieved based on the 

applicable trust services criteria if complementary subservice organization controls assumed in the design 

of InterSystems’ controls operated effectively throughout that period is fairly stated, in all material respects. 

 
Louisville, Colorado 

April 6, 2026
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Section 2  

Assertion of InterSystems Corporation 

Management 
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Assertion of InterSystems Corporation (“InterSystems”) Management 
 

We are responsible for designing, implementing, operating and maintaining effective controls within 

InterSystems’ Managed Services US Solution (system) throughout the period January 1, 2025 to December 

31, 2025, to provide reasonable assurance that InterSystems’ service commitments and system 

requirements were achieved based on the trust services criteria relevant to security, availability, and 

confidentiality (applicable trust services criteria) set forth in TSP Section 100, 2017 Trust Services Criteria 

for Security, Availability, Processing Integrity, Confidentiality, and Privacy (With Revised Points of Focus—

2022), in AICPA, Trust Services Criteria. Our description of the boundaries of the system is presented in 

attachment A and identifies the aspects of the system covered by our assertion. 

InterSystems uses subservice organizations for data center colocation services. The description of the 

boundaries of the system indicates that complementary subservice organization controls that are suitably 

designed and operating effectively are necessary, along with controls at InterSystems, to achieve 

InterSystems’ service commitments and system requirements based on the applicable trust services 

criteria. The description of the boundaries of the system presents the types of complementary subservice 

organization controls assumed in the design of InterSystems’ controls. The description of the boundaries 

of the system does not disclose the actual controls at the subservice organizations.  

We have performed an evaluation of the effectiveness of the controls within the system throughout the 

period January 1, 2025 to December 31, 2025, to provide reasonable assurance that InterSystems’ service 

commitments and system requirements were achieved based on the applicable trust services criteria if 

complementary subservice organization controls assumed in the design of InterSystems’ controls operated 

effectively throughout that period. InterSystems’ objectives for the system in applying the applicable trust 

services criteria are embodied in its service commitments and system requirements relevant to the 

applicable trust services criteria. The principal service commitments and system requirements related to 

the applicable trust services criteria are presented in attachment B.  

There are inherent limitations in any system of internal control, including the possibility of human error and 

the circumvention of controls. Because of these inherent limitations, a service organization may achieve 

reasonable, but not absolute, assurance that its service commitments and system requirements are 

achieved. 

We assert that the controls within the system were effective throughout the period January 1, 2025 to 

December 31, 2025, to provide reasonable assurance that InterSystems’ service commitments and system 

requirements were achieved based on the applicable trust services criteria. 
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Attachment A  

InterSystems Corporation’s Description of 

the Boundaries of Its Managed Services 

US Solution 
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Type of Services Provided 
InterSystems Corporation (“InterSystems” or “the Company”) was founded in 1978 and develops advanced 

data management, connectivity, and analytics technologies to assist its clients in healthcare, financial 

services, government, utilities, and other industries. Headquartered in Boston, Massachusetts, 

InterSystems employs more than 2,000 personnel in over 100 countries.  

InterSystems, through the Managed Services US operations, provides managed services of InterSystems 

technology, including InterSystems IRIS® and HealthShare, to the customer, managing the operation of 

the customer solution utilizing InterSystems technology either (1) for an environment running on a 

customer-controlled infrastructure (e.g. on-premises) or (2) for an environment running on an InterSystems-

controlled infrastructure (e.g. InterSystems hosting). This is provided by the Managed Services US team 

(Managed Services). When customers choose to host their solution within their own environment, Managed 

Services may provide relevant services in order to maintain that environment; however, the technical 

boundary of the customer’s environment and the controls related to the security, availability, and 

confidentiality of that environment are not within the scope of this report. 

The boundaries of the system in this section details the Managed Services US Solution. Any other Company 

services, including managed services for other regions, are not within the scope of this report.  

The Boundaries of the System Used to Provide 

the Services 
The boundaries of the Managed Services US Solution are the specific aspects of the Company’s 

infrastructure, software, people, procedures, and data necessary to provide its services and that directly 

support the services provided to customers. Any infrastructure, software, people, procedures, and data that 

indirectly support the services provided to customers are not included within the boundaries of the Managed 

Services US Solution. 

The components that directly support the services provided to customers are described in the subsections 

below. 

Infrastructure 

For customers using an environment running on an InterSystems-controlled infrastructure, the Managed 

Services US Solution provides a set of services to deliver various solutions based on InterSystems 

technology, including any required infrastructure (e.g., servers, storage, and networking),  as a platform-

as-a-service (PaaS) offering. The Managed Services US Solution encompasses the hosting, management, 

and operations of a customer environment which InterSystems maintains and provides for each customer 

as the customers’ own instance of the Managed Services US Solution. The hosting, management, and 

operations include the standup, configuration, backup, and ongoing operation and monitoring of the 

underlying parts of the environment. 
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User Entity Responsibilities 
Management of user entities is responsible for the following, which should not be regarded as a 

comprehensive list of all controls that should be employed by user entities.  

 User entities have policies and procedures to report any material changes to their overall control 

environment that may adversely affect services being performed by the Company according to 

contractually specified time frames. 

 User entities have controls to provide reasonable assurance that the Company is notified of 

changes in user entity vendor security requirements. 

 It is the responsibility of the user entity to have policies and procedures to: 

– Inform their employees and users that their information or data is being processed and stored 

by the Company. 

– Determine how to file inquiries, complaints, and disputes to be passed on to the Company. 

– Ensure compliance with relevant laws and regulations governing the user entity’s processing of 

information through services provided by the company. 

 User entities grant access to the Company’s system only to authorized and trained personnel. 

 User entities maintain controls regarding the creation, use, and monitoring of credentials for access 

to services provided by the Company. 

 User entities deploy physical security and environmental controls for all devices and access points 

residing at their operational facilities, including remote employees or at-home agents for which the 

user entity allows connectivity. 

Subservice Organization and Complementary 

Subservice Organization Controls (CSOCs) 
The Company uses  as a subservice organization for data center colocation services. 

InterSystems' controls related to the Managed Services US Solution cover only a portion of the overall 

internal control for each user entity of the Managed Services US Solution.  

Although the subservice organization has been carved out for the purposes of this report, certain service 

commitments, system requirements, and applicable criteria are intended to be met by controls at the 

subservice organization. CSOCs are expected to be in place at  related to physical security and 

environmental protection, as well as backup, recovery, and redundancy controls related to availability. 

 physical security controls should mitigate the risk of unauthorized access to the hosting 

facilities.  environmental security controls should mitigate the risk of fires, power loss, climate, 

and temperature variabilities. 

Company management receives and reviews the  SOC 2 report annually. In addition, through its 

operational activities, InterSystems management monitors the services performed by  to 

determine whether operations and controls expected to be implemented are functioning effectively. 

Management also communicates with the subservice organization to monitor compliance with the service 

agreement, stay informed of changes planned at the hosting facility, and relay any issues or concerns to 

 management. 
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Attachment B 

Principal Service Commitments and 

System Requirements 
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