C®ALFIRE.

O
\}O
(%

Report on InterSystems Corpora(&f,&
Cloud Services Solution Releyvant t®
Security, Availability, and .\ \Q)
Confidentiality Through@&bs riod
January 1, 2025 to Decpmbén31, 2025

SOC 3® - SOC for Service Organiza@ Trust@ces Criteria for
General Use Report O Q~
. O

InterSyst
Creativ: da!@-%té%
x@' O




C®ALFIRE.

Table of Contents

Section 1
Independent Service AUdItOr'S REPOI ........uuiiiiii i e e e e e e e e s s b e e aeeeaaaanns 3

Section 2 Q
O

Assertion of InterSystems Corporation Management..........coccuvvveriireeriieeeeniiieee e \\ ............ 6
Attachment A

Attachment B

Principal Service Commitments and System Requirements ................ @ ....... 0& ............ 15

2117



C®ALFIRE.

OOOOOOOO

Section 1 Q
Independent Service Audi >,s&@§%rt



C®ALFIRE.

Independent Service Auditor’s Report

To: InterSystems Corporation (“InterSystems”)

Scope

We have examined InterSystems’ accompanying assertion titled “Assertion of InterSystem Qation
Management” (assertion) that the controls within InterSystems’ Cloud Services Soluti m) were
effective throughout the period January 1, 2025 to December 31, 2025, to provide re assurance
that InterSystems’ service commitments and system requirements were achieve on_the trust

services criteria relevant to security, availability, and confidentiality (applicable t S vice ri ria) set
forth in TSP Section 100, 2017 Trust Services Criteria for Security, Availa grity,
Confidentiality, and Privacy (With Revised Points of Focus—2022), in AI |ter|a

InterSystems uses a subservice organization to provide hosting se étructure The
description of the boundaries of the system indicates that complem bse anization controls
that are suitably designed and operating effectively are necessa alo Wit at InterSystems, to
achieve InterSystems’ service commitments and system r ents g%n the applicable trust
services criteria. The description of the boundaries of th S types of complementary
subservice organization controls assumed in the design Syst ' CO rols Our examination did not
include the services provided by the subservice orgal on, an e not evaluated the suitability of

the design or operating effectiveness of such com@ tary@ ice organization controls.

Service Organization’s Responsibiliti
InterSystems is responsible for its sg \& mitme and system requirements and for designing,

implementing, and operating effec ols wi e 'system to provide reasonable assurance that

InterSystems’ service commitments agd syst gfrements were achieved. InterSystems has also
provided the accompanying ass about b;kectiveness of controls within the system. When preparing

, sel ting, and identifying in its assertion the applicable trust
services criteria and for ingba reasepal
effectiveness of the & ithi

Service Audlto %Spons ilities

Our respo to e& an opinion, based on our examination, on management’s assertion that
controls effective throughout the period to provide reasonable assurance that the
servic nizati "ice commitments and system requirements were achieved based on the
ap rust iteria. Our examination was conducted in accordance with attestation standards
ed by theMAmerican Institute of Certified Public Accountants. Those standards require that we plan
perfor examination to obtain reasonable assurance about whether management’s assertion is
I material respects We believe that the evidence we obtained is sufficient and appropriate

We are required to be independent and to meet our other ethical responsibilities in accordance with relevant
ethical requirements relating to the engagement.

Our examination included:

e Obtaining an understanding of the system and the service organization’s service commitments and
system requirements.
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e Assessing the risks that controls were not effective to achieve InterSystems’ service commitments
and system requirements based on the applicable trust services criteria.

e Performing procedures to obtain evidence about whether controls within the system were effective
to achieve InterSystems’ service commitments and system requirements based on the applicable
trust services criteria.

Our examination also included performing such other procedures as we considered ngc in the
circumstances. Q
Inherent Limitations @'

There are inherent limitations in the effectiveness of any system of internal controlf ifgluding ssibility
of human error and the circumvention of controls.

Because of their nature, controls may not always operate effectively to p%@ easorableNassurance that
the service organization’s service commitments and system reqw based on the
applicable trust services criteria. Also, the projection to the future of a clu5| tthe effectiveness
of controls is subject to the risk that controls may become inadeguate beca ges in conditions or
that the degree of compliance with the policies or procedures ay deteri

Opinion %ﬁ
In our opinion, management’s assertion that the co (@Ithm Inte&5 s’ Cloud Services Solution were
effective throughout the period January 1, 2025 t emb to provide reasonable assurance

trust services criteria if complementary ation controls assumed in the design of
InterSystems’ controls operated effeQ ugh@ eriod is fairly stated, in all material respects.

Colliw Contrnrls LLC

Louisville, Colorado
Apl’il 6, 2026 O

that InterSystems’ service commitments and % requ;Eeme ere achieved based on the applicable
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® InterSystems Corporation Main: +1617 621 0600
InterSVStems Support: +1617 6210700

One Congress Street
Creative data technology Boston, MA 02114-2010 InterSystems.com

Assertion of InterSystems Corporation (“InterSystems”) Management

We are responsible for designing, implementing, operating and maintaining effective, coftrels within
InterSystems’ Cloud Services Solution (system) throughout the period January 1, 2025 te " Reeember 31,
2025, to provide reasonable assurance that InterSystems’ service commitments and systemsrequirements
were achieved based on the trust services criteria relevant to security, availability, apd confidentiality
(applicable trust services criteria) set forth in TSP Section 100, 2017 Trust Services,Criteria for Security,
Availability, Processing Integrity, Confidentiality, and Privacy (With Revised Points of FeCus—2022), in
AICPA, Trust Services Criteria. Our description of the boundaries of the system'is presented imattachment
A and identifies the aspects of the system covered by our assertion.

InterSystems uses a subservice organization to provide hosting sekvices forgitSdT Jnfrastructure. The
description of the boundaries of the system indicates that complementary subServiee organization controls
that are suitably designed and operating effectively are necessary, alongawith/controls at InterSystems, to
achieve InterSystems’ service commitments and systeml réguirementstbased on the applicable trust
services criteria. The description of the boundaries of.the, system presents the types of complementary
subservice organization controls assumed in the desigh df InterSystems’ controls. The description of the
boundaries of the system does not disclose the actualkcontrolg”at the 'subservice organization.

We have performed an evaluation of the effecCtiveness ofythe controls within the system throughout the
period January 1, 2025 to December 31, 2025,.to provideséaSonable assurance that InterSystems’ service
commitments and system requireménts were achievedybased on the applicable trust services criteria if
complementary subservice organization controls assumed in the design of InterSystems’ controls operated
effectively throughout that period” InterSystems! objectives for the system in applying the applicable trust
services criteria are embodi€th, infits serVice commitments and system requirements relevant to the
applicable trust services criteria. The pringipal service commitments and system requirements related to
the applicable trust sgrvices,Criteria are presented in attachment B.

There are inherent{imitations infany system of internal control, including the possibility of human error and
the circumventignof*controls. Beeaudse of these inherent limitations, a service organization may achieve
reasonable; but, not absolute, assurance that its service commitments and system requirements are
achieved.

WeNassért that the centrols within the system were effective throughout the period January 1, 2025 to
December 31, 2025, to provide reasonable assurance that InterSystems’ service commitments and system
requirements Were achieved based on the applicable trust services criteria.

InterSystems Corporation
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Type of Services Provided

InterSystems Corporation (“InterSystems” or “the Company”) was founded in 1978 and develops advanced
data management, connectivity, and analytics technologies to assist its clients in healthcare, financial
services, government, utilities, and other industries. Headquartered in Boston, Massachusetts,
InterSystems employs more than 2,000 personnel in over 100 countries.

InterSystems Cloud Services operations provide managed services delivered and ope@d by
e

InterSystems. The solution is built on a dedicated InterSystems IRIS instance, InterSystems| alth,
also known as InterSystems Health Connect, hosted within a cloud service provider envir =Oversight
and operational responsibility for the Cloud Services Solution resides with the InterSys ud Delivery

Team (CDT).
The boundaries of the system in this section details the Cloud Services So\(& &%ﬁpany

services are not within the scope of this report.

The Boundaries of the System‘{ged ovide

the Services \a g.
The boundaries of the Cloud Services Solution are the,s spec he” Company’s infrastructure,

software, people, procedures, and data necessary t its s ‘and that directly support the
services provided to customers. Any mfrastructure’ re, pe m edures, and data that indirectly
support the services provided to customers are Iuded boundaries of the Cloud Services
Solution.

The components that directly support the@es rov@ﬂtustomers are described in the subsections
below. Q O

Infrastructure 6

The Company utilizes Am
Solution. Although the

(AWS) to provide the resources to host the Cloud Services
the experience and resources of AWS to scale quickly and

securely as necessa
configuring the C rvices olu on architecture Wlthln AWS to ensure the availability, security, and
resiliency requi are et.

A tru re also consists of multiple supporting tools, as shown in the table below:

Infrastructure

Business Function Hosted Location
Customer data storage AWS
Amaz stic Compute Compute AWS
Cloud (Amazon EC2)
instances
Virtual Private Cloud (VPC) Isolation AWS
AWS Elastic Load Balancing | Resilience AWS
(ELB)
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Infrastructure

Production Tool

Business Function

Hosted Location

AWS CloudTrail Audit AWS

Amazon CloudWatch Observability AWS

AWS Config Compliance AWS (\
Transfer Family Data transfer AWS * N3

Amazon Elastic File System
(Amazon EFS)

Customer data storage

AWS
&0,

g
Amazon Elastic Container Compute %
Service (Amazon ECS) £\ &
§
. N\ _‘ ¥
ecrets Manager ecurity
AWS Secrets M S t WS

AWS Lambda

Compute

Amazon GuardDuty

Amazon Simple Storage
Service (Amazon S3)

Security Vh
Customer data storage @. WS

Amazon EC2 Container Resilience ’\ \J AWS

Registry \ O

AWS Backup Resilience n v AWS

AWS Key Management Encryp ) AWS

Service (KMS)

Lacework AWS

Amazon Route 53 AWS

Amazon Simple Que AWS

Service (Amazon S r'

( 1

Coralogix ¢ Ob bility AWS

Amazon it \ecurity AWS
Observability AWS

O
gm@m:;zsglgw
N O

Q
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Software

Software consists of the programs and software that support the Cloud Services Solution (operating
systems [OSs], middleware, and utilities). The list of software and ancillary software used to build, support,
secure, maintain, and monitor the Cloud Services Solution include the following business functions, as
shown below:

e OS

e  Security event monitoring and alerting . OQ
e System monitoring and observability \}

e Alerting

e Configuration management
e Code repository and software development platform &
e Project tracking & 0

People

The Company develops, manages, and secures the Cloud
The responsibilities of these departments are defined in thg

People

Group/Role Name

Executive Responsible for oversee pany- aCMES establishing and accomplishing goals,
Management and managing object%

Managed Services | Responsible for peratlon S urlty and support of the Cloud Services Solution through
the CDT.
f‘

onbo g n& personnel and facilitating the employee termination

Human Resources
(HR)

Recruiting

Cybersecurj
and nance.

Pr\'ur .

\ cedures . ludethe automated and manual procedures involved in the operation of the Cloud Services

Res&s@leerseemg and monitoring of cybersecurity and data protection operations

tion. H res are developed and documented by the respective teams for a variety of processes,
includj Ose’relating to product management, engineering, technical operations, security, information
techn IT), and HR. These procedures are drafted in alignment with the overall information security
policies and are updated and approved as necessary for changes in the business, but no less than annually.
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The following table details the procedures as they relate to the operation of the Cloud Services Solution:

Procedures
Procedure Description
Logical and InterSystems has developed policies and procedures, including a Password Policy,

Policy, which are designed to prevent or mitigate unauthorized application access ta

Physical Access Confidentiality Policy, Confidential Information Controls Policy, and Privileged Management
loss. %

*

System Operations | InterSystems has developed procedures related to configuration managen%etwork
monitoring, and overall data handling.

Change InterSystems utilizes procedures developed for the secure mana t'of chan@esgivithin

Management the cloud environment.
Risk Mitigation InterSystems maintains a risk assessment program to id&
impact the Cloud Services Solution. 2

Data \
Data refers to transaction streams, files, data stores, tables, ocessed by the Company.
Through the application programming interface (API) a smi troI Protocol (TCP) sockets,
the customer or end-user defines and controls thg y lo % )nd store in the Cloud Services
Solution production network. Once stored in the e nt, th accessed remotely from customer
systems via a secure internet connection. Cust tais maw , processed, and stored in accordance
with relevant data protection and other reg and with spe€ific requirements formally established in

client contracts S

The Company has deployed secure s and pgo Is for the transmission of confidential or sensitive
information over private and p tworks Encryption is enabled for databases housing sensitive
customer data.

User Enti

Management of tities s re
II co rols i

glbllltles

ponsible for the following, which should not be regarded as a
should be employed by user entities:

e responsibility of the user entity to have policies and procedures to:

[ ]
@Infcrm their employees and users that their information or data is being processed and stored
by the Company.

— Determine how to file inquiries, complaints, and disputes to be passed on to the Company.

— Ensure compliance with relevant laws and regulations governing the user entity’s processing of
information through services provided by the Company.
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e User entities grant access to the Company’s system only to authorized and trained personnel.

e User entities maintain controls regarding the creation, use, and monitoring of credentials for access
to services provided by the Company.

e User entities deploy physical security and environmental controls for all devices and access points
residing at their operational facilities, including remote employees or at-home agents for which the
user entity allows connectivity.

Subservice Organization and Complem
Subservice Organization Controls (CS

The Company uses AWS as a subservice organization to provide hosting servic i ucture.
The Company’s controls related to the Cloud Services Solution cover onIy |o of th ternal
control for each user entity of the Cloud Services Solution. &

'0‘ ertain service
Wet)by controls at the
o ysical security and

Although the subservice organization has been carved out for the of thi
commitments, system requirements, and applicable criteria are |nt d to
subservice organization. CSOCs are expected to be in place at\AWS re

environmental protection, as well as backup, recovery, and red da y CcQ ed to availability. AWS’
physical security controls should mitigate the risk of u d ac%) e hosting facilities. AWS’
environmental protection controls should mitigate the ires, loss, climate, and temperature
variabilities.

Company management receives and reviews WS SO port annually. In addition, through its
operational activities, Company manage nitor ices performed by AWS to determine
whether operations and controls expecte |m lem e functlonmg effectively. Management also
communicates with the subservice @rgg t|on t itOp» compliance with the service agreement, stay

informed of changes planned at the hoO ing faci 'ty, N - 2lay any issues or concerns to AWS management.

It is not feasible for the servi %ﬂitm tem requirements, and applicable criteria related to the
Cloud Services Solution t hieve ely by the Company. Therefore, each user entity’s internal

control much be evalum j ith the Company’s controls, taking into account the related
CSOCs expected to S are described below

Criteria Complementary Subservice Organization Controls

ultkencrypt databases in its control.

should restrict data center access to authorized personnel.
o S should monitor data centers 24/7 by closed circuit cameras and security personnel.

C6.5 & AWS should securely decommission and physically destroy production assets in its control.

CC6.8V e AWS is responsible for ensuring that physical infrastructure and virtual servers supporting the
service are patched as a part of routine maintenance and as a result of identified vulnerabilities
to help ensure that servers supporting the service are hardened against security threats.
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Criteria Complementary Subservice Organization Controls

CC7.2 e AWS should install fire suppression and detection and environmental monitoring systems at the
Al.2 data centers.

e AWS should protect data centers against a disruption in power supply to the processing
environment by an uninterruptible power supply (UPS).

e AWS should oversee the regular maintenance of environmental protections at its data centers.
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Principal Service Commitments and System
Requirements

Commitments are declarations made by management to customers regarding the performance of the Cloud
Services Solution. Commitments are communicated in written service agreements with customers, as well
as in service-level availability (SLA) specifications.

Qmeet

the Company’s principal commitments to user entities. System requirements are specified mpany’s

System requirements are specifications regarding how the Cloud Services Solution shouldi@
policies and procedures.

The Company’s principal service commitments and system requirements relate Clo ervices
Solution include the following:

Trust Services
Category

Service Commitments System Requirements

N/

Security InterSystems will provide a security program that g@Ss standards

carefully considers data protection matters a o lo provisioning and
the Company’s suite of services, includin ta rovisioning standards
submitted by customers to its services. @, Risk assessment standards
and technical safeguards for pret

hange management
standards

security (including protection ﬁ\

or unlawful processing an

of the \
nautherize e Firewalls
% Py e System hardening standards
destruction, or damage ihy™e

e Logging and monitoring

integrity of customer s will standards

regularly moni ' i Sysafeguards. | |ncident handling standards
¢ InterSystems tore and acc customer e Encryption standards

informationin a manner that complies with the o Test environments

require % applic ta protection and

securjiyla’

e In stéms wj -’ that its compliance with

identiality, @ , and data protection
gation Vells&'s the technical and

‘%)rganizati@ormation security measures

implgMmented™Dy InterSystems and its
® su&flctors, are subject to regular audits
K % ring at least once per year.
@ o pSystems will notify the customer without
\ ‘&nreasonable delay, but within no more than 3
\ business days, upon the discovery of a security

\\Q O incident.

¢ InterSystems will notify the customer without

unreasonable delay, but within no more than 3
business days, upon the discovery of a breach.

16 /17



Trust Services

Service Commitments System Requirements
Category
Availability ¢ InterSystems will maintain an SLA commitment of e Redundant systems that
99.9% availability for cloud infrastructure and ensure availability
customer production environments. e Backup and restore capabilities
o InterSystems will offer replication of data to a e Network configuration
secondary cloud region for disaster recovery management
purposes (optional). e Network capacity a al
¢ InterSystems will provide maintenance to customer monitoring * b
environments in the form of patches or updates with \}
the least disruption to delivery of customer services
during a weekly maintenance window. Customers @
will receive notification of an adequate window of @
time during which to perform testing in each K
environment before upgrades are promoted to the O
next environment. & \\
N

"4

Confidentiality o InterSystems will protect customer confidential e Data n and security
information in the same manner that it protects its pr k
own confidential information of like kind, butg o training program
event using less than a reasonable stan f

care.

e InterSystems will ensure that the sghuil pport
personnel engaged in the proc& s@( custom
information are informed of thﬁ) identi
of the customer informati received
appropriate training on j
have executed writt
InterSystems &e
obligations sur the terminat

engageme&\

-

L
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