INTERSYSTEMS EU STANDARD CONTRACTUAL CLAUSES
Controller-to-Controller (Data Transfer Agreement)
SECTION I
Clause 1
Purpose and scope
(a)
The purpose of these standard contractual clauses is to ensure compliance with the requirements
of Regulation (EU) 2016/679 of the European Parliament and of the Council of 27 April 2016 on
the protection of natural persons with regard to the processing of personal data and on the free
movement of such data (General Data Protection Regulation) for the transfer of personal data to a
third country.
(b)

The Parties:
(i)

(ii)

the natural or legal person(s), public authority/ies, agency/ies or other body/ies (hereinafter
‘entity/ies’) transferring the personal data, as listed in Annex I.A (hereinafter each ‘data
exporter’), and
the entity/ies in a third country receiving the personal data from the data exporter, directly
or indirectly via another entity also Party to these Clauses, as listed in Annex I.A
(hereinafter each ‘data importer’)

have agreed to these standard contractual clauses (hereinafter: ‘Clauses’).
(c)

These Clauses apply with respect to the transfer of personal data as specified in Annex I.B.

(d)

The Appendix to these Clauses containing the Annexes referred to therein forms an integral part
of these Clauses.

Clause 2
Effect and invariability of the Clauses
(a)
These Clauses set out appropriate safeguards, including enforceable data subject rights and
effective legal remedies, pursuant to Article 46(1) and Article 46(2)(c) of Regulation (EU)
2016/679 and, with respect to data transfers from controllers to processors and/or processors to
processors, standard contractual clauses pursuant to Article 28(7) of Regulation (EU) 2016/679,
provided they are not modified, except to select the appropriate Module(s) or to add or update
information in the Appendix. This does not prevent the Parties from including the standard
contractual clauses laid down in these Clauses in a wider contract and/or to add other clauses or
additional safeguards, provided that they do not contradict, directly or indirectly, these Clauses or
prejudice the fundamental rights or freedoms of data subjects.
(b)

These Clauses are without prejudice to obligations to which the data exporter is subject by virtue
of Regulation (EU) 2016/679.

Clause 3
Third-party beneficiaries
(a)
Data subjects may invoke and enforce these Clauses, as third-party beneficiaries, against the data
exporter and/or data importer, with the following exceptions:
(i)

Clause 1, Clause 2, Clause 3, Clause 6, Clause 7;
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(ii)
(iii)
(iv)
(v)
(vi)
(vii)
(viii)
(b)

Clause 8.5 (e) and Clause 8.9(b);
N/A
Clause 12(a) and (d);
Clause 13;
Clause 15.1(c), (d) and (e);
Clause 16(e);
Clause 18(a) and (b).

Paragraph (a) is without prejudice to rights of data subjects under Regulation (EU) 2016/679.

Clause 4
Interpretation
(a)
Where these Clauses use terms that are defined in Regulation (EU) 2016/679, those terms shall
have the same meaning as in that Regulation.
(b)

These Clauses shall be read and interpreted in the light of the provisions of Regulation (EU)
2016/679.

(c)

These Clauses shall not be interpreted in a way that conflicts with rights and obligations provided
for in Regulation (EU) 2016/679.

Clause 5
Hierarchy
In the event of a contradiction between these Clauses and the provisions of related agreements between
the Parties, existing at the time these Clauses are agreed or entered into thereafter, these Clauses shall
prevail.
Clause 6
Description of the transfer(s)
The details of the transfer(s), and in particular the categories of personal data that are transferred and the
purpose(s) for which they are transferred, are specified in Annex I.B.
Clause 7
Docking clause
(a)
An entity that is not a Party to these Clauses may, with the agreement of the Parties, accede to
these Clauses at any time, either as a data exporter or as a data importer, by completing the
Appendix and signing Annex I.A.
(b)

Once it has completed the Appendix and signed Annex I.A, the acceding entity shall become a
Party to these Clauses and have the rights and obligations of a data exporter or data importer in
accordance with its designation in Annex I.A.

(c)

The acceding entity shall have no rights or obligations arising under these Clauses from the period
prior to becoming a Party.
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SECTION II – OBLIGATIONS OF THE PARTIES
Clause 8
Data protection safeguards
The data exporter warrants that it has used reasonable efforts to determine that the data importer is able,
through the implementation of appropriate technical and organisational measures, to satisfy its obligations
under these Clauses.
8.1

Purpose limitation
The data importer shall process the personal data only for the specific purpose(s) of the transfer,
as set out in Annex I.B. It may only process the personal data for another purpose:
(i)
(ii)
(iii)

8.2

where it has obtained the data subject’s prior consent;
where necessary for the establishment, exercise or defence of legal claims in the context of
specific administrative, regulatory or judicial proceedings; or
where necessary in order to protect the vital interests of the data subject or of another
natural person.

Transparency
(a)
In order to enable data subjects to effectively exercise their rights pursuant to Clause 10,
the data importer shall inform them, either directly or through the data exporter:
(i)
(ii)
(iii)
(iv)

of its identity and contact details;
of the categories of personal data processed;
of the right to obtain a copy of these Clauses;
where it intends to onward transfer the personal data to any third party/ies, of the
recipient or categories of recipients (as appropriate with a view to providing
meaningful information), the purpose of such onward transfer and the ground
therefore pursuant to Clause 8.7.

(b)

Paragraph (a) shall not apply where the data subject already has the information, including
when such information has already been provided by the data exporter, or providing the
information proves impossible or would involve a disproportionate effort for the data
importer. In the latter case, the data importer shall, to the extent possible, make the
information publicly available.

(c)

On request, the Parties shall make a copy of these Clauses, including the Appendix as
completed by them, available to the data subject free of charge. To the extent necessary to
protect business secrets or other confidential information, including personal data, the
Parties may redact part of the text of the Appendix prior to sharing a copy, but shall provide
a meaningful summary where the data subject would otherwise not be able to understand
its content or exercise his/her rights. On request, the Parties shall provide the data subject
with the reasons for the redactions, to the extent possible without revealing the redacted
information.
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(d)
8.3

Paragraphs (a) to (c) are without prejudice to the obligations of the data exporter under
Articles 13 and 14 of Regulation (EU) 2016/679.

Accuracy and data minimisation
(a)
Each Party shall ensure that the personal data is accurate and, where necessary, kept up to
date. The data importer shall take every reasonable step to ensure that personal data that is
inaccurate, having regard to the purpose(s) of processing, is erased or rectified without
delay.
(b)

If one of the Parties becomes aware that the personal data it has transferred or received is
inaccurate, or has become outdated, it shall inform the other Party without undue delay.

(c)

The data importer shall ensure that the personal data is adequate, relevant and limited to
what is necessary in relation to the purpose(s) of processing.

8.4

Storage limitation
The data importer shall retain the personal data for no longer than necessary for the purpose(s) for
which it is processed. It shall put in place appropriate technical or organisational measures to
ensure compliance with this obligation, including erasure or anonymisation of the data and all
back-ups at the end of the retention period.

8.5

Security of processing
(a)
The data importer and, during transmission, also the data exporter shall implement
appropriate technical and organisational measures to ensure the security of the personal
data, including protection against a breach of security leading to accidental or unlawful
destruction, loss, alteration, unauthorised disclosure or access (hereinafter ‘personal data
breach’). In assessing the appropriate level of security, they shall take due account of the
state of the art, the costs of implementation, the nature, scope, context and purpose(s) of
processing and the risks involved in the processing for the data subject. The Parties shall
in particular consider having recourse to encryption or pseudonymisation, including during
transmission, where the purpose of processing can be fulfilled in that manner.
(b)

The Parties have agreed on the technical and organisational measures set out in Annex II.
The data importer shall carry out regular checks to ensure that these measures continue to
provide an appropriate level of security.

(c)

The data importer shall ensure that persons authorised to process the personal data have
committed themselves to confidentiality or are under an appropriate statutory obligation of
confidentiality.

(d)

In the event of a personal data breach concerning personal data processed by the data
importer under these Clauses, the data importer shall take appropriate measures to address
the personal data breach, including measures to mitigate its possible adverse effects.

(e)

In case of a personal data breach that is likely to result in a risk to the rights and freedoms
of natural persons, the data importer shall without undue delay notify both the data exporter
and the competent supervisory authority pursuant to Clause 13. Such notification shall
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contain i) a description of the nature of the breach (including, where possible, categories
and approximate number of data subjects and personal data records concerned), ii) its likely
consequences, iii) the measures taken or proposed to address the breach, and iv) the details
of a contact point from whom more information can be obtained. To the extent it is not
possible for the data importer to provide all the information at the same time, it may do so
in phases without undue further delay.
(f)

In case of a personal data breach that is likely to result in a high risk to the rights and
freedoms of natural persons, the data importer shall also notify without undue delay the
data subjects concerned of the personal data breach and its nature, if necessary in
cooperation with the data exporter, together with the information referred to in paragraph
(e), points ii) to iv), unless the data importer has implemented measures to significantly
reduce the risk to the rights or freedoms of natural persons, or notification would involve
disproportionate efforts. In the latter case, the data importer shall instead issue a public
communication or take a similar measure to inform the public of the personal data breach.

(g)

The data importer shall document all relevant facts relating to the personal data breach,
including its effects and any remedial action taken, and keep a record thereof.

8.6

Sensitive data
Where the transfer involves personal data revealing racial or ethnic origin, political opinions,
religious or philosophical beliefs, or trade union membership, genetic data, or biometric data for
the purpose of uniquely identifying a natural person, data concerning health or a person’s sex life
or sexual orientation, or data relating to criminal convictions or offences (hereinafter ‘sensitive
data’), the data importer shall apply specific restrictions and/or additional safeguards adapted to
the specific nature of the data and the risks involved. This may include restricting the personnel
permitted to access the personal data, additional security measures (such as pseudonymisation)
and/or additional restrictions with respect to further disclosure.

8.7

Onward transfers
The data importer shall not disclose the personal data to a third party located outside the European
Union (in the same country as the data importer or in another third country, hereinafter ‘onward
transfer’) unless the third party is or agrees to be bound by these Clauses, under the appropriate
Module. Otherwise, an onward transfer by the data importer may only take place if:
(i)
(ii)
(iii)

(iv)

it is to a country benefitting from an adequacy decision pursuant to Article 45 of Regulation
(EU) 2016/679 that covers the onward transfer;
the third party otherwise ensures appropriate safeguards pursuant to Articles 46 or 47 of
Regulation (EU) 2016/679 with respect to the processing in question;
the third party enters into a binding instrument with the data importer ensuring the same
level of data protection as under these Clauses, and the data importer provides a copy of
these safeguards to the data exporter;
it is necessary for the establishment, exercise or defence of legal claims in the context of
specific administrative, regulatory or judicial proceedings;
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(v)
(vi)

it is necessary in order to protect the vital interests of the data subject or of another natural
person; or
where none of the other conditions apply, the data importer has obtained the explicit
consent of the data subject for an onward transfer in a specific situation, after having
informed him/her of its purpose(s), the identity of the recipient and the possible risks of
such transfer to him/her due to the lack of appropriate data protection safeguards. In this
case, the data importer shall inform the data exporter and, at the request of the latter, shall
transmit to it a copy of the information provided to the data subject.

Any onward transfer is subject to compliance by the data importer with all the other safeguards
under these Clauses, in particular purpose limitation.
8.8

Processing under the authority of the data importer
The data importer shall ensure that any person acting under its authority, including a processor,
processes the data only on its instructions.

8.9

Documentation and compliance
(a)
Each Party shall be able to demonstrate compliance with its obligations under these
Clauses. In particular, the data importer shall keep appropriate documentation of the
processing activities carried out under its responsibility.
(b)

The data importer shall make such documentation available to the competent supervisory
authority on request.

Clause 9
Use of sub-processors
N/A
Clause 10
Data subject rights
(a)
The data importer, where relevant with the assistance of the data exporter, shall deal with any
enquiries and requests it receives from a data subject relating to the processing of his/her personal
data and the exercise of his/her rights under these Clauses without undue delay and at the latest
within one month of the receipt of the enquiry or request. The data importer shall take appropriate
measures to facilitate such enquiries, requests and the exercise of data subject rights. Any
information provided to the data subject shall be in an intelligible and easily accessible form, using
clear and plain language.
(b)

In particular, upon request by the data subject the data importer shall, free of charge:
(i)

provide confirmation to the data subject as to whether personal data concerning him/her is
being processed and, where this is the case, a copy of the data relating to him/her and the
information in Annex I; if personal data has been or will be onward transferred, provide
information on recipients or categories of recipients (as appropriate with a view to
providing meaningful information) to which the personal data has been or will be onward
transferred, the purpose of such onward transfers and their ground pursuant to Clause 8.7;
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(ii)
(iii)

and provide information on the right to lodge a complaint with a supervisory authority in
accordance with Clause 12(c)(i);
rectify inaccurate or incomplete data concerning the data subject;
erase personal data concerning the data subject if such data is being or has been processed
in violation of any of these Clauses ensuring third-party beneficiary rights, or if the data
subject withdraws the consent on which the processing is based.

(c)

Where the data importer processes the personal data for direct marketing purposes, it shall cease
processing for such purposes if the data subject objects to it.

(d)

The data importer shall not make a decision based solely on the automated processing of the
personal data transferred (hereinafter ‘automated decision’), which would produce legal effects
concerning the data subject or similarly significantly affect him/her, unless with the explicit
consent of the data subject or if authorised to do so under the laws of the country of destination,
provided that such laws lays down suitable measures to safeguard the data subject’s rights and
legitimate interests. In this case, the data importer shall, where necessary in cooperation with the
data exporter:
(i)
(ii)

inform the data subject about the envisaged automated decision, the envisaged
consequences and the logic involved; and
implement suitable safeguards, at least by enabling the data subject to contest the decision,
express his/her point of view and obtain review by a human being.

(e)

Where requests from a data subject are excessive, in particular because of their repetitive character,
the data importer may either charge a reasonable fee taking into account the administrative costs
of granting the request or refuse to act on the request.

(f)

The data importer may refuse a data subject’s request if such refusal is allowed under the laws of
the country of destination and is necessary and proportionate in a democratic society to protect one
of the objectives listed in Article 23(1) of Regulation (EU) 2016/679.

(g)

If the data importer intends to refuse a data subject’s request, it shall inform the data subject of the
reasons for the refusal and the possibility of lodging a complaint with the competent supervisory
authority and/or seeking judicial redress.

Clause 11
Redress
(a)
The data importer shall inform data subjects in a transparent and easily accessible format, through
individual notice or on its website, of a contact point authorised to handle complaints. It shall deal
promptly with any complaints it receives from a data subject.
(b)

In case of a dispute between a data subject and one of the Parties as regards compliance with these
Clauses, that Party shall use its best efforts to resolve the issue amicably in a timely fashion. The
Parties shall keep each other informed about such disputes and, where appropriate, cooperate in
resolving them.
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(c)

Where the data subject invokes a third-party beneficiary right pursuant to Clause 3, the data
importer shall accept the decision of the data subject to:
(i)
(ii)

lodge a complaint with the supervisory authority in the Member State of his/her habitual
residence or place of work, or the competent supervisory authority pursuant to Clause 13;
refer the dispute to the competent courts within the meaning of Clause 18.

(d)

The Parties accept that the data subject may be represented by a not-for-profit body, organisation
or association under the conditions set out in Article 80(1) of Regulation (EU) 2016/679.

(e)

The data importer shall abide by a decision that is binding under the applicable EU or Member
State law.

(f)

The data importer agrees that the choice made by the data subject will not prejudice his/her
substantive and procedural rights to seek remedies in accordance with applicable laws.

Clause 12
Liability
(a)
Each Party shall be liable to the other Party/ies for any damages it causes the other Party/ies by
any breach of these Clauses.
(b)

Each Party shall be liable to the data subject, and the data subject shall be entitled to receive
compensation, for any material or non-material damages that the Party causes the data subject by
breaching the third-party beneficiary rights under these Clauses. This is without prejudice to the
liability of the data exporter under Regulation (EU) 2016/679.

(c)

Where more than one Party is responsible for any damage caused to the data subject as a result of
a breach of these Clauses, all responsible Parties shall be jointly and severally liable and the data
subject is entitled to bring an action in court against any of these Parties.

(d)

The Parties agree that if one Party is held liable under paragraph (c), it shall be entitled to claim
back from the other Party/ies that part of the compensation corresponding to its/their responsibility
for the damage.

(e)

The data importer may not invoke the conduct of a processor or sub-processor to avoid its own
liability.

Clause 13
Supervision
(a)

Where the data exporter is established in an EU Member State: The supervisory authority with
responsibility for ensuring compliance by the data exporter with Regulation (EU) 2016/679 as
regards the data transfer, as indicated in Annex I.C, shall act as competent supervisory authority.

(b)

The data importer agrees to submit itself to the jurisdiction of and cooperate with the competent
supervisory authority in any procedures aimed at ensuring compliance with these Clauses. In
particular, the data importer agrees to respond to enquiries, submit to audits and comply with the
measures adopted by the supervisory authority, including remedial and compensatory measures. It
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shall provide the supervisory authority with written confirmation that the necessary actions have
been taken.
SECTION III – LOCAL LAWS AND OBLIGATIONS IN CASE OF ACCESS BY PUBLIC
AUTHORITIES
Clause 14
Local laws and practices affecting compliance with the Clauses
(a)
The Parties warrant that they have no reason to believe that the laws and practices in the third
country of destination applicable to the processing of the personal data by the data importer,
including any requirements to disclose personal data or measures authorising access by public
authorities, prevent the data importer from fulfilling its obligations under these Clauses. This is
based on the understanding that laws and practices that respect the essence of the fundamental
rights and freedoms and do not exceed what is necessary and proportionate in a democratic society
to safeguard one of the objectives listed in Article 23(1) of Regulation (EU) 2016/679, are not in
contradiction with these Clauses.
(b)

The Parties declare that in providing the warranty in paragraph (a), they have taken due account in
particular of the following elements:
(i)

(ii)

(iii)

the specific circumstances of the transfer, including the length of the processing chain, the
number of actors involved and the transmission channels used; intended onward transfers;
the type of recipient; the purpose of processing; the categories and format of the transferred
personal data; the economic sector in which the transfer occurs; the storage location of the
data transferred;
the laws and practices of the third country of destination – including those requiring the
disclosure of data to public authorities or authorising access by such authorities – relevant
in light of the specific circumstances of the transfer, and the applicable limitations and
safeguards;
any relevant contractual, technical or organisational safeguards put in place to supplement
the safeguards under these Clauses, including measures applied during transmission and to
the processing of the personal data in the country of destination.

(c)

The data importer warrants that, in carrying out the assessment under paragraph (b), it has made
its best efforts to provide the data exporter with relevant information and agrees that it will continue
to cooperate with the data exporter in ensuring compliance with these Clauses.

(d)

The Parties agree to document the assessment under paragraph (b) and make it available to the
competent supervisory authority on request.

(e)

The data importer agrees to notify the data exporter promptly if, after having agreed to these
Clauses and for the duration of the contract, it has reason to believe that it is or has become subject
to laws or practices not in line with the requirements under paragraph (a), including following a
change in the laws of the third country or a measure (such as a disclosure request) indicating an
application of such laws in practice that is not in line with the requirements in paragraph (a).
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(f)

Following a notification pursuant to paragraph (e), or if the data exporter otherwise has reason to
believe that the data importer can no longer fulfil its obligations under these Clauses, the data
exporter shall promptly identify appropriate measures (e.g. technical or organisational measures
to ensure security and confidentiality) to be adopted by the data exporter and/or data importer to
address the situation. The data exporter shall suspend the data transfer if it considers that no
appropriate safeguards for such transfer can be ensured, or if instructed by the competent
supervisory authority to do so. In this case, the data exporter shall be entitled to terminate the
contract, insofar as it concerns the processing of personal data under these Clauses. If the contract
involves more than two Parties, the data exporter may exercise this right to termination only with
respect to the relevant Party, unless the Parties have agreed otherwise. Where the contract is
terminated pursuant to this Clause, Clause 16(d) and (e) shall apply.

Clause 15
Obligations of the data importer in case of access by public authorities
15.1

Notification
(a)

The data importer agrees to notify the data exporter and, where possible, the data subject
promptly (if necessary with the help of the data exporter) if it:
(i)

(ii)

receives a legally binding request from a public authority, including judicial
authorities, under the laws of the country of destination for the disclosure of
personal data transferred pursuant to these Clauses; such notification shall include
information about the personal data requested, the requesting authority, the legal
basis for the request and the response provided; or
becomes aware of any direct access by public authorities to personal data
transferred pursuant to these Clauses in accordance with the laws of the country of
destination; such notification shall include all information available to the importer.

(b)

If the data importer is prohibited from notifying the data exporter and/or the data subject
under the laws of the country of destination, the data importer agrees to use its best efforts
to obtain a waiver of the prohibition, with a view to communicating as much information
as possible, as soon as possible. The data importer agrees to document its best efforts in
order to be able to demonstrate them on request of the data exporter.

(c)

Where permissible under the laws of the country of destination, the data importer agrees to
provide the data exporter, at regular intervals for the duration of the contract, with as much
relevant information as possible on the requests received (in particular, number of requests,
type of data requested, requesting authority/ies, whether requests have been challenged and
the outcome of such challenges, etc.).

(d)

The data importer agrees to preserve the information pursuant to paragraphs (a) to (c) for
the duration of the contract and make it available to the competent supervisory authority
on request.
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(e)

15.2

Paragraphs (a) to (c) are without prejudice to the obligation of the data importer pursuant
to Clause 14(e) and Clause 16 to inform the data exporter promptly where it is unable to
comply with these Clauses.

Review of legality and data minimisation
(a)

The data importer agrees to review the legality of the request for disclosure, in particular
whether it remains within the powers granted to the requesting public authority, and to
challenge the request if, after careful assessment, it concludes that there are reasonable
grounds to consider that the request is unlawful under the laws of the country of destination,
applicable obligations under international law and principles of international comity. The
data importer shall, under the same conditions, pursue possibilities of appeal. When
challenging a request, the data importer shall seek interim measures with a view to
suspending the effects of the request until the competent judicial authority has decided on
its merits. It shall not disclose the personal data requested until required to do so under the
applicable procedural rules. These requirements are without prejudice to the obligations of
the data importer under Clause 14(e).

(b)

The data importer agrees to document its legal assessment and any challenge to the request
for disclosure and, to the extent permissible under the laws of the country of destination,
make the documentation available to the data exporter. It shall also make it available to the
competent supervisory authority on request.

(c)

The data importer agrees to provide the minimum amount of information permissible when
responding to a request for disclosure, based on a reasonable interpretation of the request.

SECTION IV – FINAL PROVISIONS
Clause 16
Non-compliance with the Clauses and termination
(a)
The data importer shall promptly inform the data exporter if it is unable to comply with these
Clauses, for whatever reason.
(b)

In the event that the data importer is in breach of these Clauses or unable to comply with these
Clauses, the data exporter shall suspend the transfer of personal data to the data importer until
compliance is again ensured or the contract is terminated. This is without prejudice to Clause 14(f).

(c)

The data exporter shall be entitled to terminate the contract, insofar as it concerns the processing
of personal data under these Clauses, where:
(i)

(ii)
(iii)

the data exporter has suspended the transfer of personal data to the data importer pursuant
to paragraph (b) and compliance with these Clauses is not restored within a reasonable time
and in any event within one month of suspension;
the data importer is in substantial or persistent breach of these Clauses; or
the data importer fails to comply with a binding decision of a competent court or
supervisory authority regarding its obligations under these Clauses.
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In these cases, it shall inform the competent supervisory authority of such non-compliance. Where
the contract involves more than two Parties, the data exporter may exercise this right to termination
only with respect to the relevant Party, unless the Parties have agreed otherwise.
(d)

Personal data that has been transferred prior to the termination of the contract pursuant to
paragraph (c) shall at the choice of the data exporter immediately be returned to the data exporter
or deleted in its entirety. The same shall apply to any copies of the data. The data importer shall
certify the deletion of the data to the data exporter. Until the data is deleted or returned, the data
importer shall continue to ensure compliance with these Clauses. In case of local laws applicable
to the data importer that prohibit the return or deletion of the transferred personal data, the data
importer warrants that it will continue to ensure compliance with these Clauses and will only
process the data to the extent and for as long as required under that local law.

(e)

Either Party may revoke its agreement to be bound by these Clauses where (i) the European
Commission adopts a decision pursuant to Article 45(3) of Regulation (EU) 2016/679 that covers
the transfer of personal data to which these Clauses apply; or (ii) Regulation (EU) 2016/679
becomes part of the legal framework of the country to which the personal data is transferred. This
is without prejudice to other obligations applying to the processing in question under Regulation
(EU) 2016/679.

Clause 17
Governing law
These Clauses shall be governed by the law of one of the EU Member States, provided such law allows
for third-party beneficiary rights. The Parties agree that this shall be the law of the country in which the
Data Exporter is established.
Clause 18
Choice of forum and jurisdiction
(a)
Any dispute arising from these Clauses shall be resolved by the courts of an EU Member State.
(b)

The Parties agree that those shall be the courts of the country in which the Data Exporter is
established.

(c)

A data subject may also bring legal proceedings against the data exporter and/or data importer
before the courts of the Member State in which he/she has his/her habitual residence.

(d)

The Parties agree to submit themselves to the jurisdiction of such courts.
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A. LIST OF PARTIES

ANNEX I

Data Exporter(s): InterSystems EU Entities







InterSystems BV (Republic of Ireland, Belgium, Czech Republic, Finland)
InterSystems GmbH (Germany)
InterSystems Iberia, S.L. (Spain)
InterSystems Italia S.R.L. (Italy)
InterSystems SAS (France)
InterSystems Sweden AB (Sweden)

Data Exporter Contact: Ken Mortensen, Data Protection Officer, InterSystems EU Entities c/o InterSystems Italia
S.R.L., Centro Leoni, Building A, 5th floor, Via Giovanni Spadolini, 5, 20141 Milano,
GlobalTrust@InterSystems.com.

Activities relevant to the data transferred under these Clauses:
1.
2.
3.

Human Capital Data Transfer.
Technical Services Data Transfer.
Product Support, Implementation Services, and Managed Services Data Transfer.
Ken Mortensen
2022.05.25 18:22:12
-04'00'
Signature:
Date: 5/25/2022

Role (controller/processor): Controller.
Data Importer(s): InterSystems Non-EU Entities
















InterSystems Australia PTY Ltd.
InterSystems BV (Israel, Switzerland, South Africa, Saudi Arabia)
InterSystems Chile Ltda.
InterSystems Columbia SAS
InterSystems Corporation
InterSystems do Brasil Ltda.
InterSystems FZ LLC (U.A.E.)
InterSystems (Hong Kong) Ltd.
InterSystems Japan KK
InterSystems New Zealand, Inc.
InterSystems Russia MD, LLC
InterSystems Singapore PTE Ltd.
InterSystems Software (Beijing) Co, Ltd.
InterSystems Software Thailand Ltd.
InterSystems (UK Establishment of InterSystems Corporation, BR000524)

Data Importer Contact: Ken Mortensen, Data Protection Officer, InterSystems Non-EU Entities c/o InterSystems
Corporation, One Memorial Drive, Cambridge, MA 02142 USA,
GlobalTrust@InterSystems.com.

Activities relevant to the data transferred under these Clauses:
1.
2.
3.

Human Capital Data Transfer.
Technical Services Data Transfer.
Product Support, Implementation Services, and Managed Services Data Transfer.
Ken Mortensen
2022.05.25 18:22:38
-04'00'
Signature:
Date: 5/25/2022

Role (controller/processor): Controller.
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INTERSYSTEMS EU STANDARD CONTRACTUAL CLAUSES
Controller-to-Controller (Data Transfer Agreement)
B.1. DESCRIPTION OF TRANSFER – HUMAN CAPITAL DATA TRANSFER
Categories of Data Subjects Whose Personal Data is Transferred

The Personal Data transferred concern the following categories of Data Subjects:
1.
2.
3.

Employees of InterSystems EU Entities listed in Annex I.A.
Employees of InterSystems assigned or on location of InterSystems EU Entities listed in Annex I.A.
Applicants for employment by InterSystems EU Entities listed in Annex I.A.

Categories of Personal Data Transferred

The Personal Data transferred concern the following categories of data:
Name, Business and Personal Addresses, National Identification Information (if any), Business and Personal Email addresses,
Dependant Information (including names, relationships, gender, birth dates, national identification information), Marital Status,
Gender, Birth Date, Business and Personal Telephone Contacts, Job Information (Job Code, compensation, level, supervisor
information, location, start date, termination date, job title, FLSA Status, rating scale, manager level, position type, number of
direct reports, primary language, student status, education level, residence status, birth country, rating, grade, grade entry date,
cost center, function, subfunction), Employee ID, security video/audio, Payroll data (including banking data necessary to make
payments to data subject, compensation information, data on leave, end of service payment and accruals, holiday salary
deduction, holiday compensation and accruals, other leave salary deduction); paycheck details (including the following: total
gross salary, employee’s wage tax (withheld by the employer), employee’s compulsory or voluntary deductions, total net salary,
overtime compensation, bonus compensation, other variable compensation, other leave compensation, not taken holidays
compensation, all company paid expenses, benefits and benefits in kind, housing allowances, travel allowances, staff travel
details, car or commuting allowances, other allowances (cost of living, mobile phone, etc.), expenses refund and advances,
expatriate expenses refund, benefits in kind deduction, other net adjustments, salary advance adjustments).

Sensitive Data (if applicable)

The Personal Data transferred concern the following categories of sensitive data:
Gender and medical information is transferred for purposes of identification, accommodation (as required by local law), and
provision of medical/health insurance (as required locally). Trade-union membership is transferred as necessary to comply
with local labor laws and regulations.

Frequency of the Transfer

The data is transferred on a continuous basis.

Nature of the Processing

Employee and applicant information relevant to support the human resource functions and employment of individuals,
including any applications and monitoring forms, standard employee records (performance plans/reviews, contacts, and benefit
information), payroll, taxation, and financial information.

Purpose(s) of the Data Transfer and Further Processing
The transfer is made for the following purposes:

To perform standard human resource functions, including but not limited to, general human resource operations; management
of personnel; training and education programs; strategic planning and operations; corporate security and compliance functions;
legal or government imposed requirements; provision of healthcare insurance and appropriate coordination of fringe benefits;
training, advice, and counseling purposes, talent management, mentoring, advancement, and succession planning, recruitment,
staffing, and talent management; performance management.

Retention Period of Personal Data

Retention of Personal Data is consistent with purpose of transfer and any legal compliance requirements.
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Transfers to Sub-Processors
Sub-Processor Name

Subject Matter

Nature

Duration

Workday, Inc.

Enterprise Cloud Management

Employee information relevant to support human
resource functions and employment of individuals.

Continuous

Greenhouse, Inc.

Applicant Tracking

Employee application information relevant to
support recruiting functions.

Continuous

B.2. DESCRIPTION OF TRANSFER – TECHNICAL SERVICES DATA TRANSFER
Categories of Data Subjects Whose Personal Data is Transferred

The Personal Data transferred concern the following categories of Data Subjects:
1.
2.
3.

Employees of the Data Exporter.
Employees of InterSystems assigned or on location of InterSystems EU Entities listed in Annex I.A.
Employees, agents, and representatives of any supplier of goods and/or services to the Data Exporter.

Categories of Personal Data Transferred

The Personal Data transferred concern the following categories of data:
Name, Business Addresses, Business and (potentially if provided by Data Subject) Personal Email addresses, Calendar
schedules, fee/busy indicator, Email header and content information.

Sensitive Data (if applicable)

The Personal Data transferred concern the following categories of sensitive data:
None.

Frequency of the Transfer

The data is transferred on a continuous basis.

Nature of the Processing

Technical services data used in the operation of internal support and operational systems, including (1) email, calendar, and
contact information used for business purposes within the corporate email system for InterSystems necessary to support
business operations and communications, (2) internal systems and server log on information, credentials, and network
identification for access and workstation operations necessary for information technology operations, (3) security operations
and logical access controls, including logs and audit trails, and (4) help desk tickets to support end users of internal systems
and workstations.
Other information relevant to support the provision of goods and/or services to the Data Exporter by third party providers.

Purpose(s) of the Data Transfer and Further Processing
The transfer is made for the following purposes:

To permit the operation of internal support and systems, including email, calendar, and contact system, help desk and technical
services support, and shared and functional services systems for business operation purposes necessary to support collaboration
and communication.

Retention Period of Personal Data

Retention of Personal Data is consistent with purpose of transfer and any legal compliance requirements.
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Controller-to-Controller (Data Transfer Agreement)
Transfers to Sub-Processors
Sub-Processor Name

Subject Matter

Nature

Duration

Microsoft

Cloud Services

Technical services data used in the operation of
internal support and operational systems.

Continuous

ServiceNow, Inc.

Cloud Services

Technical services data used in the operation of
internal support and operational systems.

Continuous

iOffice, LP.

Cloud Services

Technical services data used in the operation of
internal support and operational systems.

Continuous

B.3.

DESCRIPTION OF TRANSFER – PRODUCT SUPPORT, IMPLEMENTATION
SERVICES, AND MANAGED SERVICES DATA TRANSFER

Categories of Data Subjects Whose Personal Data is Transferred

The Personal Data transferred concern the following categories of Data Subjects:
1.

2.
3.

Employees, contractors, business partners, representatives and end customers of Customers, and other individuals
whose personal data is collected by or on behalf of Customers and delivered to a Data Importer as part of the
InterSystems Services.
Employees of InterSystems assigned or on location of InterSystems EU Entities listed in Annex I.A.
Employees, agents, and representatives of any supplier of products and/or services to the Data Exporter.

Categories of Personal Data Transferred

The Personal Data transferred concern the following categories of data:
Data related directly or indirectly to the delivery of InterSystems products and services, including online and offline Customer,
prospect, partner and supplier data, and data provided by Customers in connection with the resolution of support requests.

Sensitive Data (if applicable)

The Personal Data transferred concern the following categories of sensitive data:
Customer data about or from Customer end-users or customers revealing racial or ethnic origin, political opinions, religious or
philosophical beliefs or trade union memberships, and data concerning health or sex life, and data relating to offenses, criminal
convictions, or security measures.

Frequency of the Transfer

The data is transferred on a continuous basis.

Nature of the Processing

The parties enter into contractual agreements with customers established in the EEA (hereinafter the “Customer” or the
“Customers”) for the provision of InterSystems products and services, including data processing agreements providing the
instructions for the receiving party to abide by when processing personal data on behalf of Customer. The personal data
transferred will be subject to the following basic processing activities, as may be further set forth in contractual agreements
entered into from time to time between the Data Importer, Data Exporters, and Customers: (a) customer service activities, such
as processing orders, providing technical support and improving offerings; (b) sales and marketing activities as permissible
under applicable law, (c) consulting, professional, security, storage, hosting and other services delivered to Customers,
including services offered by means of the products and solutions described at www.cisco.com; and, (d) internal business
processes and management, fraud detection and prevention, and compliance with governmental, legislative and regulatory
bodies.
Other information relevant to support the provision of goods and/or services to the Data Exporter and Data Importer by third
party providers.
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Purpose(s) of the Data Transfer and Further Processing
The transfer is made for the following purposes:

In providing InterSystems products and services, parties may have access to personal data belonging to Customers’ end users
and customers and transfer them outside the EEA area to a party to make them carry out part of the service.

Retention Period of Personal Data

Retention of Personal Data is consistent with purpose of transfer and any legal compliance requirements.

Transfers to Sub-Processors
Sub-Processor Name

Subject Matter

Nature

Duration

N/A

N/A

N/A

N/A

C. COMPETENT SUPERVISORY AUTHORITY
The applicable competent supervisory authorities can be identified according to the table provided below:
EU Member State
Belgium

Czech Republic

Finland

France

Competent Supervisory Authority
Autorité de la protection des données - Gegevensbeschermingsautoriteit (APD-GBA)
Rue de la Presse 35 – Drukpersstraat 35
1000 Bruxelles - Brussel
Tel. +32 2 274 48 00 | Fax +32 2 274 48 35
Email: contact@apd-gba.be | Website: https://www.autoriteprotectiondonnees.be
https://www.gegevensbeschermingsautoriteit.be
Member: Mr David Stevens – President of APD-GBA and Joint representative of EDPB
The competence for complaints is split among different data protection supervisory authorities.
Competent authorities can be identified according to the list provided here:
https://www.autoriteprotectiondonnees.be/citoyen/l-autorite/autres-autorites
https://www.gegevensbeschermingsautoriteit.be/burger/de-autoriteit/andere-autoriteiten
Office for Personal Data Protection
Pplk. Sochora 27
170 00 Prague 7
Tel. +420 234 665 111 | Fax +420 234 665 444
Email: posta@uoou.cz | Website: http://www.uoou.cz/
Member: Mr Jiří KAUCKÝ - President
Office of the Data Protection Ombudsman
P.O. Box 800
FI-00531 Helsinki
Tel. +358 29 56 66700 | Fax +358 29 56 66735
Email: tietosuoja@om.fi | Website: http://www.tietosuoja.fi/en/
Member: Ms Anu Talus - Ombudsman
Commission Nationale de l'Informatique et des Libertés - CNIL
3 Place de Fontenoy
TSA 80715 – 75334 Paris, Cedex 07
Tel. +33 1 53 73 22 22 | Fax +33 1 53 73 22 00
Website: http://www.cnil.fr/ | https://www.cnil.fr/en/contact-cnil
Member: Ms Marie-Laure Denis - President of CNIL
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EU Member State
Germany

Ireland
(Republic of)

Competent Supervisory Authority
Der Bundesbeauftragte für den Datenschutz und die Informationsfreiheit
Graurheindorfer Straße 153
53117 Bonn
Tel. +49 228 997799 0 | Fax +49 228 997799 5550
Email: poststelle@bfdi.bund.de | Website: http://www.bfdi.bund.de/
Member: Mr Prof. Ulrich Kelber – The Federal Commissioner for Data Protection and Freedom of
Information
Deputy for the federal states of Germany: Prof. Dr. Thomas Petri, Bavarian Data Protection
Commissioner Postfach 22 12 19 80502 München
Email: laendervertreter@datenschutz-bayern.de
The competence for complaints is split among different data protection supervisory authorities in
Germany. Competent authorities can be identified according to the list provided under
www.bfdi.bund.de/anschriften.
Data Protection Commission
21 Fitzwilliam Square
D02 RD28 Dublin 2
Tel. +353 76 110 4800
Email: info@dataprotection.ie | Website: http://www.dataprotection.ie/
Member: Ms Helen Dixon - Data Protection Commissioner

Italy

Garante per la protezione dei dati personali
Piazza Venezia, 11
00187 Roma
Tel. +39 06 69677 1 | Fax +39 06 69677 785
Email: segreteria.stanzione@gpdp.it | Website: http://www.garanteprivacy.it/
Member: Prof. Pasquale Stanzione - President of Garante per la protezione dei dati personali

Spain

Agencia Española de Protección de Datos (AEPD)
C/Jorge Juan, 6
28001 Madrid
Tel. +34 91 266 3517 | Fax +34 91 455 5699
Email: internacional@aepd.es | Website: https://www.aepd.es/
Member: Ms María del Mar España Martí - Director of the Spanish Data Protection Agency

Sweden

Integritetsskyddsmyndigheten
Drottninggatan 29
5th Floor
Box 8114
104 20 Stockholm
Tel. +46 8 657 6100 | Fax +46 8 652 8652
Email: imy@imy.se | Website: http://www.imy.se/
Member: Ms Lena Lindgren Schelin - Director General of the Privacy Protection Authority
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ANNEX II
TECHNICAL AND ORGANISATIONAL MEASURES INCLUDING TECHNICAL AND
ORGANISATIONAL MEASURES TO ENSURE THE SECURITY OF THE DATA
The data importer has implemented and will maintain appropriate technical and organisational security measures,
internal controls, and information security routines intended to protect personal data, as defined in the InterSystems
Data Protection, Privacy, & Security Policy (www.InterSystems.com/GTDPPS) (“the Policy”) against accidental
loss, destruction, or alteration; unauthorized disclosure or access; or unlawful destruction.
Amongst the technical and organisational measures specified in the Policy include, but are not limited to:










Measures ensuring confidentiality, integrity, and availability of asset management based on ISO 27001/2 standard
with enhancement through NIST SP 800-53r4.
Measures ensuring access control consistent with NIST SP 800-63-3.
Measures ensuring consistent and comprehensive application of policies and procedures.
Measures ensuring information management security based on ISO 27001/2 and NIST SP 800-53.
Measures ensuring encryption and protection of data during transmission.
Measures ensuring events logging and incident response.
Measures ensuring regular testing, assessing, and evaluating the effectiveness of technical and organisational measures
to ensure security of processing.
Measures ensuring protection of data during storage.
Measures ensuring limited data retention.

Certifications for specific environments, particularly those for maintenance of operational information assets of
customers, include:





Cyber Essentials Plus (Managed Services UK and UK operations),
HITRUST (Managed Services US),
ISO 27001 (Managed Services UK and UKI operations), and
SOC 2/3 (Managed Services US).
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